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CVE CVE-2021-34558
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-15 14:15:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description The crypto/tls package of Go through 1.16.5 does not properly assert that the type of public key in an X.509 certificate matc

/ |

1|

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Golang Go All All All All

Application Golang Go All All All All

Application Netapp Cloud Insights Telegraf - All All All

Application Netapp Storagegrid - All All All

Application Netapp Trident - All All All

Application Oracle Timesten In-memory Database All All All All

Reference Source Lir
[SECURITY] Fedora 33 Update: buildah-1.21.4-5.fc33 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 34 Update: buildah-1.21.4-5.fc34 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 33 Update: podman-3.2.3-2.fc33 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 33 Update: buildah-1.21.4-5.fc33 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 34 Update: golang-1.16.6-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 34 Update: podman-3.2.3-2.fc34 - package-announce - Fedora Mailing-Lists FEDORA list



https://cve.report/
https://cve.report/CVE-2021-34558/mitre
https://cve.report/CVE-2021-34558/nist
https://cve.report/CVE-2021-34558/cve_org
https://cve.report/CVE-2021-34558.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/netapp
http://cve.report/software/netapp/cloud_insights_telegraf
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storagegrid
http://cve.report/vendor/netapp
http://cve.report/software/netapp/trident
http://cve.report/vendor/oracle
http://cve.report/software/oracle/timesten_in-memory_database
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6BTC3JQUASFN5U2XA4UZIGAPZQBD5JSS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WXJ2MVMAHOIGRH37ZSFYC4EVWLJFL2EQ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/LBMLUQMN6XRKPVOI5XFFBP4XSR7RNTYR/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6BTC3JQUASFN5U2XA4UZIGAPZQBD5JSS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D7FRFM7WWR2JCT6NORQ7AO6B453OMI3I/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JYIUSR4YP52PWG7YE7AA3DZ5OSURNFJB/

Oracle Critical Patch Update Advisory - October 2021 MISC WW

Release History - The Go Programming Language MISC go!
[SECURITY] Fedora 33 Update: containernetworking-plugins-1.0.0-0.3.rc1.fc33 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 33 Update: golang-1.15.14-1.fc33 - package-announce - Fedora Mailing-Lists list
Oracle Critical Patch Update Advisory - January 2022 MISC WW

[SECURITY] Fedora 34 Update: containernetworking-plugins-1.0.0-0.3.rc1.fc34 - package-announce - Fedora Mailing-Lists FEDORA list

CVE-2021-34558 Golang Vulnerability in NetApp Products | NetApp Product Security CONFIRM  se
[SECURITY] Fedora 34 Update: buildah-1.21.4-5.fc34 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 34 Update: podman-3.2.3-2.fc34 - package-announce - Fedora Mailing-Lists list
Go: Multiple Vulnerabilities (GLSA 202208-02) — Gentoo security GENTOO  set
[SECURITY] Fedora 34 Update: containernetworking-plugins-1.0.0-0.3.rc1.fc34 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 33 Update: podman-3.2.3-2.fc33 - package-announce - Fedora Mailing-Lists FEDORA list

[SECURITY] Fedora 33 Update: containernetworking-plugins-1.0.0-0.3.rc1.fc33 - package-announce - Fedora Mailing-Lists FEDORA  list

[SECURITY] Fedora 34 Update: grafana-7.5.10-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA list
[security] Go 1.16.6 and Go 1.15.14 are released MISC grc
[SECURITY] Fedora 33 Update: golang-1.15.14-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 34 Update: grafana-7.5.10-1.fc34 - package-announce - Fedora Mailing-Lists list
golang-announce - Google Groups MISC grc
[SECURITY] Fedora 34 Update: golang-1.16.6-1.fc34 - package-announce - Fedora Mailing-Lists list
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nve

“‘ Wﬁ

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

159347 Oracle Enterprise Linux Security Update for go-toolset:ol8 (ELSA-2021-3076)
159473 Oracle Enterprise Linux Security Update for grafana (ELSA-2021-4226)
160293 Oracle Enterprise Linux Security Update for podman (ELSA-2022-7954)
179916 Debian Security Update for golang-1.15 (CVE-2021-34558)

239537 Red Hat Update for OpenShift Container Platform 4.8.4 (RHSA-2021:2984)
239549 Red Hat Update for go-toolset:rhel8 (RHSA-2021:3076)

239555 Red Hat Update for OpenShift Container Platform 4.6.42 (RHSA-2021:3009)

239606 Red Hat Update for OpenShift Container Platform 4.8.9 packages (RHSA-2021:3248)



https://www.oracle.com/security-alerts/cpuoct2021.html
https://golang.org/doc/devel/release#go1.16.minor
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ITRXPCHUCJGXCX2CUEPKZRRTB27GG4ZB/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3BA7MFVXRBEKRTLSLYDICTYCGEMK2HZ7/
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3XBQUFVI5TMV4KMKI7GKA223LHGPQISE/
https://security.netapp.com/advisory/ntap-20210813-0005/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WXJ2MVMAHOIGRH37ZSFYC4EVWLJFL2EQ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JYIUSR4YP52PWG7YE7AA3DZ5OSURNFJB/
https://security.gentoo.org/glsa/202208-02
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3XBQUFVI5TMV4KMKI7GKA223LHGPQISE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/LBMLUQMN6XRKPVOI5XFFBP4XSR7RNTYR/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ITRXPCHUCJGXCX2CUEPKZRRTB27GG4ZB/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NLOGBB7XBBRB3J5FDPW5KWHSH7IRF64W/
https://groups.google.com/g/golang-announce/c/n9FxMelZGAQ
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3BA7MFVXRBEKRTLSLYDICTYCGEMK2HZ7/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NLOGBB7XBBRB3J5FDPW5KWHSH7IRF64W/
https://groups.google.com/g/golang-announce
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/D7FRFM7WWR2JCT6NORQ7AO6B453OMI3I/
https://www.cve.org/CVERecord?id=CVE-2021-34558
https://nvd.nist.gov/vuln/detail/CVE-2021-34558
http://cve.report/qid/159347
http://cve.report/qid/159473
http://cve.report/qid/160293
http://cve.report/qid/179916
http://cve.report/qid/239537
http://cve.report/qid/239549
http://cve.report/qid/239555
http://cve.report/qid/239606

239694 Red Hat Update for OpenShift Container Platform 4.8.15 packages and (RHSA-2021:3820)

239800 Red Hat Update for grafana security (RHSA-2021:4226)

240023 Red Hat Update for OpenStack Platform 16.2 (RHSA-2022:0237)

240030 Red Hat Update for OpenStack Platform 16.1 (RHSA-2022:0260)

240171 Red Hat Update for OpenStack Platform 16.1 (RHSA-2022:0988)

240173 Red Hat Update for OpenStack Platform 16.2 (RHSA-2022:0998)

240876 Red Hat Update for podman (RHSA-2022:7954)

281745 Fedora Security Update for golang (FEDORA-2021-1bfb61f77c¢)

281746 Fedora Security Update for golang (FEDORA-2021-25c0011e78)

281772 Fedora Security Update for podman (FEDORA-2021-3a55403080)

281773 Fedora Security Update for buildah (FEDORA-2021-47d259d3cf)

281781 Fedora Security Update for podman (FEDORA-2021-6ac9b98f9e)

281782 Fedora Security Update for buildah (FEDORA-2021-ffa749f7{7)

281783 Fedora Security Update for containernetworking (FEDORA-2021-54{88bebd4)

281784 Fedora Security Update for containernetworking (FEDORA-2021-07e4d20196)

281970 Fedora Security Update for grafana (FEDORA-2021-¢35235¢250)

296063 Oracle Solaris 11.4 Support Repository Update (SRU) 45.119.2 Missing (CPUAPR2022)

352505 Amazon Linux Security Advisory for golang: ALAS2-2021-1694

352808 Amazon Linux Security Advisory for golang: ALAS-2021-1527

352827 Amazon Linux Security Advisory for golang: AL2012-2021-351

375835 Go Lang Transport Layer Security (TLS) Clients Vulnerability

377560 Alibaba Cloud Linux Security Update for go-toolset:rhel8 (ALINUX3-SA-2021:0060)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

501571 Alpine Linux Security Update for go

501860 Alpine Linux Security Update for go

670823 EulerOS Security Update for golang (EulerOS-SA-2021-2710)

670953 EulerOS Security Update for golang (EulerOS-SA-2021-2685)

671161 EulerOS Security Update for golang (EulerOS-SA-2021-2802)

671187 EulerOS Security Update for golang (EulerOS-SA-2021-2930)


http://cve.report/qid/239694
http://cve.report/qid/239800
http://cve.report/qid/240023
http://cve.report/qid/240030
http://cve.report/qid/240171
http://cve.report/qid/240173
http://cve.report/qid/240876
http://cve.report/qid/281745
http://cve.report/qid/281746
http://cve.report/qid/281772
http://cve.report/qid/281773
http://cve.report/qid/281781
http://cve.report/qid/281782
http://cve.report/qid/281783
http://cve.report/qid/281784
http://cve.report/qid/281970
http://cve.report/qid/296063
http://cve.report/qid/352505
http://cve.report/qid/352808
http://cve.report/qid/352827
http://cve.report/qid/375835
http://cve.report/qid/377560
http://cve.report/qid/378883
http://cve.report/qid/501571
http://cve.report/qid/501860
http://cve.report/qid/670823
http://cve.report/qid/670953
http://cve.report/qid/671161
http://cve.report/qid/671187

690088 Free Berkeley Software Distribution (FreeBSD) Security Update for go (¢365536d-e3cf-11eb-9d8d-b37b683944c2)

710584 Gentoo Linux Go Multiple Vulnerabilities (GLSA 202208-02)

750861 OpenSUSE Security Update for go1.15 (openSUSE-SU-2021:2398-1)

750863 OpenSUSE Security Update for go1.16 (openSUSE-SU-2021:2392-1)

750881 OpenSUSE Security Update for go1.15 (openSUSE-SU-2021:1079-1)

750884 OpenSUSE Security Update for go1.16 (openSUSE-SU-2021:1078-1)

770069 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:3009)

770070 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021:2984)

770078 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021:3248)

770082 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021:3820)

770090 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021-3820)

770102 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021-3248)

770106 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021-2984)

770119 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-3009)

900203 CBL-Mariner Linux Security Update for golang 1.15.13

903464 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (4744)

907766 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (4744-1)

940047 AlmaLinux Security Update for grafana (ALSA-2021:4226)

940126 AlmaLinux Security Update for go-toolset:rhel8 (ALSA-2021:3076)

940834 AlmaLinux Security Update for podman (ALSA-2022:7954)

960708 Rocky Linux Security Update for go-toolset:rhel8 (RLSA-2021:3076)

960842 Rocky Linux Security Update for grafana (RLSA-2021:4226)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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