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Summary

CVE CVE-2021-34567

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-09 16:15:00 UTC

Updated 2023-11-07 03:36:00 UTC

Description In WAGO I/O-Check Service in multiple products an unauthenticated remote attacker can send a specially crafted packet containing OS commands to provoke a denial of service and an limited out-of-bounds read.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago 750-8100 - All All All

Operating System Wago 750-8100 Firmware All All All All

Operating System Wago 750-8100 Firmware 18 - All All

Operating System Wago 750-8100 Firmware 18 patch_1 All All

Operating System Wago 750-8100 Firmware 18 patch_2 All All

Hardware Wago 750-8101 - All All All

Hardware Wago 750-8101/025-000 - All All All

Operating System Wago 750-8101/025-000 Firmware All All All All

Operating System Wago 750-8101/025-000 Firmware 18 - All All

Operating System Wago 750-8101/025-000 Firmware 18 patch_1 All All

Operating System Wago 750-8101/025-000 Firmware 18 patch_2 All All

Operating System Wago 750-8101 Firmware All All All All

Operating System Wago 750-8101 Firmware 18 - All All

Operating System Wago 750-8101 Firmware 18 patch_1 All All

Operating System Wago 750-8101 Firmware 18 patch_2 All All

Hardware Wago 750-8102 - All All All

Hardware Wago 750-8102/025-000 - All All All
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Hardware Wago 750-8102/025-000 - All All All

Operating System Wago 750-8102/025-000 Firmware All All All All

Operating System Wago 750-8102/025-000 Firmware 18 - All All

Operating System Wago 750-8102/025-000 Firmware 18 patch_1 All All

Operating System Wago 750-8102/025-000 Firmware 18 patch_2 All All

Operating System Wago 750-8102 Firmware All All All All

Operating System Wago 750-8102 Firmware 18 - All All

Operating System Wago 750-8102 Firmware 18 patch_1 All All

Operating System Wago 750-8102 Firmware 18 patch_2 All All

Hardware Wago 750-8202 - All All All

Hardware Wago 750-8202/000-011 - All All All

Operating System Wago 750-8202/000-011 Firmware All All All All

Operating System Wago 750-8202/000-011 Firmware 18 - All All

Operating System Wago 750-8202/000-011 Firmware 18 patch_1 All All

Operating System Wago 750-8202/000-011 Firmware 18 patch_2 All All

Hardware Wago 750-8202/000-012 - All All All

Operating System Wago 750-8202/000-012 Firmware All All All All

Operating System Wago 750-8202/000-012 Firmware 18 - All All

Operating System Wago 750-8202/000-012 Firmware 18 patch_1 All All

Operating System Wago 750-8202/000-012 Firmware 18 patch_2 All All

Hardware Wago 750-8202/000-022 - All All All

Operating System Wago 750-8202/000-022 Firmware All All All All

Operating System Wago 750-8202/000-022 Firmware 18 - All All

Operating System Wago 750-8202/000-022 Firmware 18 patch_1 All All

Operating System Wago 750-8202/000-022 Firmware 18 patch_2 All All

Hardware Wago 750-8202/025-000 - All All All

Operating System Wago 750-8202/025-000 Firmware All All All All

Operating System Wago 750-8202/025-000 Firmware 18 - All All

Operating System Wago 750-8202/025-000 Firmware 18 patch_1 All All

Operating System Wago 750-8202/025-000 Firmware 18 patch_2 All All

Hardware Wago 750-8202/025-001 - All All All

Operating System Wago 750-8202/025-001 Firmware All All All All

Operating System Wago 750-8202/025-001 Firmware 18 - All All

Operating System Wago 750-8202/025-001 Firmware 18 patch_1 All All

Operating System Wago 750-8202/025-001 Firmware 18 patch_2 All All

Hardware Wago 750-8202/025-002 - All All All
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Operating System Wago 750-8202/025-002 Firmware All All All All

Operating System Wago 750-8202/025-002 Firmware 18 - All All

Operating System Wago 750-8202/025-002 Firmware 18 patch_1 All All

Operating System Wago 750-8202/025-002 Firmware 18 patch_2 All All

Hardware Wago 750-8202/040-000 - All All All

Operating System Wago 750-8202/040-000 Firmware All All All All

Operating System Wago 750-8202/040-000 Firmware 18 - All All

Operating System Wago 750-8202/040-000 Firmware 18 patch_1 All All

Operating System Wago 750-8202/040-000 Firmware 18 patch_2 All All

Hardware Wago 750-8202/040-001 - All All All

Operating System Wago 750-8202/040-001 Firmware All All All All

Operating System Wago 750-8202/040-001 Firmware 18 - All All

Operating System Wago 750-8202/040-001 Firmware 18 patch_1 All All

Operating System Wago 750-8202/040-001 Firmware 18 patch_2 All All

Operating System Wago 750-8202 Firmware All All All All

Operating System Wago 750-8202 Firmware 18 - All All

Operating System Wago 750-8202 Firmware 18 patch_1 All All

Operating System Wago 750-8202 Firmware 18 patch_2 All All

Hardware Wago 752-8303/8000-002 - All All All

Operating System Wago 752-8303/8000-002 Firmware All All All All

Operating System Wago 752-8303/8000-002 Firmware 18 - All All

Operating System Wago 752-8303/8000-002 Firmware 18 patch_1 All All

Operating System Wago 752-8303/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4101 - All All All

Operating System Wago 762-4101 Firmware All All All All

Operating System Wago 762-4101 Firmware 18 - All All

Operating System Wago 762-4101 Firmware 18 patch_1 All All

Operating System Wago 762-4101 Firmware 18 patch_2 All All

Hardware Wago 762-4102 - All All All

Operating System Wago 762-4102 Firmware All All All All

Operating System Wago 762-4102 Firmware 18 - All All

Operating System Wago 762-4102 Firmware 18 patch_1 All All

Operating System Wago 762-4102 Firmware 18 patch_2 All All

Hardware Wago 762-4103 - All All All

Operating System Wago 762-4103 Firmware All All All All

Operating System Wago 762-4103 Firmware 18 - All All
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Operating System Wago 762-4103 Firmware 18 - All All

Operating System Wago 762-4103 Firmware 18 patch_1 All All

Operating System Wago 762-4103 Firmware 18 patch_2 All All

Hardware Wago 762-4104 - All All All

Operating System Wago 762-4104 Firmware All All All All

Operating System Wago 762-4104 Firmware 18 - All All

Operating System Wago 762-4104 Firmware 18 patch_1 All All

Operating System Wago 762-4104 Firmware 18 patch_2 All All

Hardware Wago 762-4201/8000-001 - All All All

Operating System Wago 762-4201/8000-001 Firmware All All All All

Operating System Wago 762-4201/8000-001 Firmware 18 - All All

Operating System Wago 762-4201/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4201/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4202/8000-001 - All All All

Operating System Wago 762-4202/8000-001 Firmware All All All All

Operating System Wago 762-4202/8000-001 Firmware 18 - All All

Operating System Wago 762-4202/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4202/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4203/8000-001 - All All All

Operating System Wago 762-4203/8000-001 Firmware All All All All

Operating System Wago 762-4203/8000-001 Firmware 18 - All All

Operating System Wago 762-4203/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4203/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4204/8000-001 - All All All

Operating System Wago 762-4204/8000-001 Firmware All All All All

Operating System Wago 762-4204/8000-001 Firmware 18 - All All

Operating System Wago 762-4204/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4204/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4205/8000-001 - All All All

Operating System Wago 762-4205/8000-001 Firmware All All All All

Operating System Wago 762-4205/8000-001 Firmware 18 - All All

Operating System Wago 762-4205/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4205/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4205/8000-002 - All All All

Operating System Wago 762-4205/8000-002 Firmware All All All All

Operating System Wago 762-4205/8000-002 Firmware 18 - All All
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Operating System Wago 762-4205/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4205/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4206/8000-001 - All All All

Operating System Wago 762-4206/8000-001 Firmware All All All All

Operating System Wago 762-4206/8000-001 Firmware 18 - All All

Operating System Wago 762-4206/8000-001 Firmware 18 patch_1 All All

Operating System Wago 762-4206/8000-001 Firmware 18 patch_2 All All

Hardware Wago 762-4206/8000-002 - All All All

Operating System Wago 762-4206/8000-002 Firmware All All All All

Operating System Wago 762-4206/8000-002 Firmware 18 - All All

Operating System Wago 762-4206/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4206/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4301/8000-002 - All All All

Operating System Wago 762-4301/8000-002 Firmware All All All All

Operating System Wago 762-4301/8000-002 Firmware 18 - All All

Operating System Wago 762-4301/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4301/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4302/8000-002 - All All All

Operating System Wago 762-4302/8000-002 Firmware All All All All

Operating System Wago 762-4302/8000-002 Firmware 18 - All All

Operating System Wago 762-4302/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4302/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4303/8000-002 - All All All

Operating System Wago 762-4303/8000-002 Firmware All All All All

Operating System Wago 762-4303/8000-002 Firmware 18 - All All

Operating System Wago 762-4303/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4303/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4304/8000-002 - All All All

Operating System Wago 762-4304/8000-002 Firmware All All All All

Operating System Wago 762-4304/8000-002 Firmware 18 - All All

Operating System Wago 762-4304/8000-002 Firmware 18 patch_1 All All

Operating System Wago 762-4304/8000-002 Firmware 18 patch_2 All All

Hardware Wago 762-4305/8000-002 - All All All

Operating System Wago 762-4305/8000-002 Firmware All All All All

Operating System Wago 762-4305/8000-002 Firmware 18 - All All
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