=

CVE-2021-3466

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-3466
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-25 19:15:00 UTC
Updated 2023-11-25 09:15:00 UTC
Description A flaw was found in libmicrohttpd. A missing bounds check in the post_process_urlencoded function leads to a buffer overfl
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Gnu Libmicrohttpd All All All All

Application Gnu Libmicrohttpd 0.9.70 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180158 Debian Security Update for libmicrohttpd (CVE-2021-3466)

281257 Fedora Security Update for libmicrohttpd (FEDORA-2021-6d5578e756)
281258 Fedora Security Update for libmicrohttpd (FEDORA-2021-d4149ff7fb)
281259 Fedora Security Update for libmicrohttpd (FEDORA-2021-5e10ad8c19)

710794 Gentoo Linux GNU Libmicrohttpd Buffer Overflow Vulnerability (GLSA 202311-08)
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