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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-34703
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-23 03:15:00 UTC

Updated 2023-11-07 03:36:00 UTC

Description A vulnerability in the Link Layer Discovery Protocol (LLDP) message parser of Cisco I0S Software and Cisco IOS XE Softw
K1

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco 1000 Integrated Services Router - All All All
Hardware Cisco 1100-49/6g Integrated Services Router - All All All
Hardware Cisco 1100-4p Integrated Services Router - All All All
Hardware Cisco 1100-8p Integrated Services Router - All All All
Hardware Cisco 1100 Integrated Services Router - All All All
Hardware Cisco 1101-4p Integrated Services Router - All All All
Hardware Cisco 1101 Integrated Services Router - All All All
Hardware Cisco 1109-2p Integrated Services Router - All All All
Hardware Cisco 1109-4p Integrated Services Router - All All All
Hardware Cisco 1109 Integrated Services Router - All All All
Hardware Cisco 1111x-8p Integrated Services Router - All All All
Hardware Cisco 1111x Integrated Services Router - All All All
Hardware Cisco 111x Integrated Services Router - All All All
Hardware Cisco 1120 Integrated Services Router - All All All
Hardware Cisco 1160 Integrated Services Router - All All All
Hardware Cisco 4000 Integrated Services Router - All All All
Hardware Cisco 4221 Integrated Services Router - All All All


https://cve.report/
https://cve.report/CVE-2021-34703/mitre
https://cve.report/CVE-2021-34703/nist
https://cve.report/CVE-2021-34703/cve_org
https://cve.report/CVE-2021-34703.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1000_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1100-4g/6g_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1100-4p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1100-8p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1100_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1101-4p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1101_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1109-2p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1109-4p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1109_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1111x-8p_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1111x_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/111x_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1120_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1160_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4000_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4221_integrated_services_router

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

4321 Integrated Services Router
4331 Integrated Services Router
4351 Integrated Services Router
4431 Integrated Services Router
4451-x Integrated Services Router
4451 Integrated Services Router
4461 Integrated Services Router
Catalyst 3650-12x48fd-e
Catalyst 3650-12x48fd-I

Catalyst 3650-12x48fd-s
Catalyst 3650-12x48uq

Catalyst 3650-12x48ug-e
Catalyst 3650-12x48uq-|
Catalyst 3650-12x48uqg-s
Catalyst 3650-12x48ur

Catalyst 3650-12x48ur-e
Catalyst 3650-12x48ur-|
Catalyst 3650-12x48ur-s
Catalyst 3650-12x48uz

Catalyst 3650-12x48uz-e
Catalyst 3650-12x48uz-|
Catalyst 3650-12x48uz-s
Catalyst 3650-24pd

Catalyst 3650-24pd-e

Catalyst 3650-24pd-|

Catalyst 3650-24pd-s

Catalyst 3650-24pdm

Catalyst 3650-24pdm-e

Catalyst 3650-24pdm-I

Catalyst 3650-24pdm-s

Catalyst 3650-24ps-e

Catalyst 3650-24ps-|

Catalyst 3650-24ps-s

Catalyst 3650-24td-e

Catalyst 3650-24td-|

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/4321_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4331_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4351_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4431_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4451-x_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4451_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/4461_integrated_services_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pdm
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pdm-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pdm-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pdm-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ps-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ps-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ps-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24td-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24td-l

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Catalyst 3650-24td-s
Catalyst 3650-24ts-e
Catalyst 3650-24ts-I
Catalyst 3650-24ts-s
Catalyst 3650-48fd-e
Catalyst 3650-48fd-I
Catalyst 3650-48fd-s
Catalyst 3650-48fq
Catalyst 3650-48fg-e
Catalyst 3650-48fq-I
Catalyst 3650-48fqg-s
Catalyst 3650-48fgm
Catalyst 3650-48fqgm-e
Catalyst 3650-48fgm-I
Catalyst 3650-48fgm-s
Catalyst 3650-48fs-e
Catalyst 3650-48fs-|
Catalyst 3650-48fs-s
Catalyst 3650-48pd-e
Catalyst 3650-48pd-I
Catalyst 3650-48pd-s
Catalyst 3650-48pg-e
Catalyst 3650-48pqg-
Catalyst 3650-48pg-s
Catalyst 3650-48ps-e
Catalyst 3650-48ps-|
Catalyst 3650-48ps-s
Catalyst 3650-48td-e
Catalyst 3650-48td-I
Catalyst 3650-48td-s
Catalyst 3650-48tg-e
Catalyst 3650-48tqg-I
Catalyst 3650-48tg-s
Catalyst 3650-48ts-e

Catalyst 3650-48ts-I

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24td-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ts-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ts-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24ts-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fqm
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fqm-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fqm-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fqm-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fs-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48fs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48pq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ps-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ps-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ps-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48td-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48td-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48td-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48tq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48tq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48tq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ts-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ts-l

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Catalyst 3650-48ts-s
Catalyst 3650-8x24pd-e
Catalyst 3650-8x24pd-|
Catalyst 3650-8x24pd-s
Catalyst 3650-8x24uq
Catalyst 3650-8x24uqg-e
Catalyst 3650-8x24uq-|
Catalyst 3650-8x24uqg-s
Catalyst 3850

Catalyst 3850-12s-e
Catalyst 3850-12s-s
Catalyst 3850-12x48u
Catalyst 3850-12xs-e
Catalyst 3850-12xs-s
Catalyst 3850-16xs-e
Catalyst 3850-16xs-s
Catalyst 3850-24p-e
Catalyst 3850-24p-|
Catalyst 3850-24p-s
Catalyst 3850-24pw-s
Catalyst 3850-24s-e
Catalyst 3850-24s-s
Catalyst 3850-24t-e
Catalyst 3850-24t-I
Catalyst 3850-24t-s
Catalyst 3850-24u
Catalyst 3850-24u-e
Catalyst 3850-24u-I
Catalyst 3850-24u-s
Catalyst 3850-24xs
Catalyst 3850-24xs-e
Catalyst 3850-24xs-s
Catalyst 3850-24xu
Catalyst 3850-24xu-e
Catalyst 3850-24xu-|

Catalyst 3850-24xu-s

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-48ts-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24pd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24pd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24pd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24uq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24uq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24uq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-8x24uq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-12s-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-12s-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-12x48u
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-12xs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-12xs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-16xs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-16xs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24p-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24p-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24p-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24pw-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24s-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24s-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24t-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24t-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24t-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24u
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24u-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24u-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24u-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xs
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xu
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xu-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xu-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-24xu-s

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Catalyst 3850-32xs-e
Catalyst 3850-32xs-s
Catalyst 3850-48f-e
Catalyst 3850-48f-I
Catalyst 3850-48f-s
Catalyst 3850-48p-e
Catalyst 3850-48p-I
Catalyst 3850-48p-s
Catalyst 3850-48pw-s
Catalyst 3850-48t-e
Catalyst 3850-48t-I
Catalyst 3850-48t-s
Catalyst 3850-48u
Catalyst 3850-48u-e
Catalyst 3850-48u-I
Catalyst 3850-48u-s
Catalyst 3850-48xs
Catalyst 3850-48xs-e
Catalyst 3850-48xs-f-e
Catalyst 3850-48xs-f-s

Catalyst 3850-48xs-s

Catalyst 3850-nm-2-40g

Catalyst 3850-nm-8-10g

Catalyst 9200
Catalyst 9300
Catalyst 9300-24p-a
Catalyst 9300-24p-e
Catalyst 9300-24s-a
Catalyst 9300-24s-e
Catalyst 9300-24t-a
Catalyst 9300-24t-e
Catalyst 9300-24u-a
Catalyst 9300-24u-e
Catalyst 9300-24ux-a

Catalyst 9300-24ux-e

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-32xs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-32xs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48f-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48f-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48f-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48p-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48p-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48p-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48pw-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48t-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48t-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48t-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48u
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48u-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48u-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48u-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48xs
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48xs-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48xs-f-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48xs-f-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-48xs-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-nm-2-40g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3850-nm-8-10g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9200
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24p-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24p-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24s-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24s-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24t-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24t-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24u-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24u-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24ux-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-24ux-e

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Catalyst 9300-48p-a
Catalyst 9300-48p-e
Catalyst 9300-48s-a
Catalyst 9300-48s-e
Catalyst 9300-48t-a
Catalyst 9300-48t-e
Catalyst 9300-48u-a
Catalyst 9300-48u-e
Catalyst 9300-48un-a
Catalyst 9300-48un-e
Catalyst 9300-48uxm-a
Catalyst 9300-48uxm-e
Catalyst 9300l

Catalyst 9300I-24p-4g-a
Catalyst 93001-24p-4g-e
Catalyst 9300I-24p-4x-a
Catalyst 93001-24p-4x-e
Catalyst 93001-24t-4g-a
Catalyst 9300I-24t-4g-e
Catalyst 93001-24t-4x-a
Catalyst 93001-24t-4x-e
Catalyst 93001-48p-4g-a
Catalyst 93001-48p-4g-e
Catalyst 93001-48p-4x-a
Catalyst 93001-48p-4x-e
Catalyst 93001-48t-4g-a
Catalyst 93001-48t-4g-e
Catalyst 93001-48t-4x-a
Catalyst 93001-48t-4x-e
Catalyst 93001 Stack
Catalyst 9400

Catalyst 9407r

Catalyst 9410r

Catalyst 9500

Catalyst 9600

A_i 1 i AAAA

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48p-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48p-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48s-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48s-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48t-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48t-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48u-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48u-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48un-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48un-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48uxm-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300-48uxm-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24p-4g-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24p-4g-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24p-4x-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24p-4x-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24t-4g-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24t-4g-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24t-4x-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-24t-4x-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48p-4g-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48p-4g-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48p-4x-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48p-4x-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48t-4g-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48t-4g-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48t-4x-a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l-48t-4x-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9300l_stack
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9400
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9407r
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9410r
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9500
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_9600

Haraware uisco varalyst ysuu - Al Al Al
Hardware Cisco Catalyst 9800-40 - All All All
Hardware Cisco Catalyst 9800-80 - All All All
Hardware Cisco Catalyst 9800-cl - All All All
Hardware Cisco Catalyst 9800-I - All All All
Hardware Cisco Catalyst 9800-I-c - All All All
Hardware Cisco Catalyst 9800-I-f - All All All
Hardware Cisco Csr 1000v - All All All
Operating System Cisco los All All All All
Operating System Cisco los Xe All All All All
Hardware Cisco Isr 1000 - All All All
Hardware Cisco Isr 1100 - All All All
Hardware Cisco Isr 1100-4g/69 - All All All
Hardware Cisco Isr 1100-4p - All All All
Hardware Cisco Isr 1100-8p - All All All
Hardware Cisco Isr 1101 - All All All
Hardware Cisco Isr 1101-4p - All All All
Hardware Cisco Isr 1109 - All All All
Hardware Cisco Isr 1109-2p - All All All
Hardware Cisco Isr 1109-4p - All All All
Hardware Cisco Isr 1111x - All All All
Hardware Cisco Isr 1111x-8p - All All All
Hardware Cisco Isr 111x - All All All
Hardware Cisco Isr 1120 - All All All
Hardware Cisco Isr 1160 - All All All
Hardware Cisco Isr 4000 - All All All
Hardware Cisco Isr 4221 - All All All
Hardware Cisco Isr 4321 - All All All
Hardware Cisco Isr 4331 - All All All
Hardware Cisco Isr 4351 - All All All
Hardware Cisco Isr 4431 - All All All
Hardware Cisco Isr 4451 - All All All
Hardware Cisco Isr 4451-x - All All All
Hardware Cisco Isr 4461 - All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, anz
B il

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317074 Cisco Internetwork Operating System (I0S) and I0S XE Software Link Layer Discovery Protocol Denial of Service (DoS)
Vulnerability (cisco-sa-lldp-dos-sBnuHS|T)
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