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CVE CVE-2021-34704
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-11 19:15:00 UTC
Updated 2023-08-16 16:18:00 UTC
Description A vulnerability in the web services interface of Cisco Adaptive Security Appliance (ASA) Software and Cisco Firepower Thre
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance All All All All

Operating System Cisco Adaptive Security Appliance Software All All All All

Application Cisco Firepower Threat Defense All All All All

Application Cisco Firepower Threat Defense 7.0.0 All All All
References

Reference Source

Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software Web Services Denial of Service Vulnerabilities CISCC
CVE Program record CVE.O

NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit
LEGACY: Nikita Abramov of Positive Technologies

Legacy QID Mappings

317093 Cisco Firenower Threat Defense Software Web Services Multinle Vulnerabilities (cisco-sa-asafdt-webvon-dos-KSaJAKPA)


https://cve.report/
https://cve.report/CVE-2021-34704/mitre
https://cve.report/CVE-2021-34704/nist
https://cve.report/CVE-2021-34704/cve_org
https://cve.report/CVE-2021-34704.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_software
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-webvpn-dos-KSqJAKPA
https://www.cve.org/CVERecord?id=CVE-2021-34704
https://nvd.nist.gov/vuln/detail/CVE-2021-34704
http://cve.report/qid/317093

317102 Cisco Adaptive Security Appliance (ASA) Software Web Services Denial of Service (DoS) Vulnerabilities (cisco-sa-asafdt-
webvpn-dos-KSqJAKPA)

317108 Cisco Firepower Threat Defense (FTD) Software Web Services Denial of Service (DoS) Vulnerabilities (cisco-sa-asafdt-webvpn-
dos-KSqJAKPA)

317109 Cisco Firepower Threat Defense (FTD) Software Web Services Denial of Service (DoS) Vulnerabilities (cisco-sa-asafdt-webvpn-
dos-KSqJAKPA)
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