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A vulnerability in the Universal Plug-and-Play (UPnP) service of Cisco Small Business RV110W, RV130, RV130W, and RV

Risk And Classification

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Operating System

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Application Extension Platform

Rv110w Wireless-n Vpn Firewall

Rv110w Wireless-n Vpn Firewall Firmware

Rv130w Wireless-n Multifunction Vpn Router

Rv130w Wireless-n Multifunction Vpn Router Firmware
Rv130 Vpn Router

Rv130 Vpn Router Firmware

Rv215w Wireless-n Vpn Router

Rv215w Wireless-n Vpn Router Firmware

Version Update

1.0.3.55 All

All

All

All

All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All

All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Cisco Small Business RV110W, RV130, RV130W, and RV215W Routers Remote Command Execution and Denial of Service Vulnerability
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There are currently no legacy QID mappings associated with this CVE.
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