=

VE-2021-3482

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-34825
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-17 14:15:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description Quassel through 0.13.1, when --require-ssl is enabled, launches without SSL or TLS support if a usable X.509 certificate is
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Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 34 All All All
Application Quassel-irc Quassel All All All All

References |
Reference Source

core: Error out when --require-ssl is specified, but no cert can be loaded by phuzion - Pull Request #581 - quassel/quassel - GitHub ~ MISC
[SECURITY] Fedora 34 Update: quassel-0.13.1-8.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: quassel-0.13.1-8.fc33 - package-announce - Fedora Mailing-Lists FEDOR
[SECURITY] Fedora 34 Update: quassel-0.13.1-8.fc34 - package-announce - Fedora Mailing-Lists FEDOR
[SECURITY] Fedora 33 Update: quassel-0.13.1-8.fc33 - package-announce - Fedora Mailing-Lists

CVE Program record CVE.OF
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-34825/mitre
https://cve.report/CVE-2021-34825/nist
https://cve.report/CVE-2021-34825/cve_org
https://cve.report/CVE-2021-34825.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/quassel-irc
http://cve.report/software/quassel-irc/quassel
https://github.com/quassel/quassel/pull/581
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7ZFWRN5P2WG23MWMVAEVV3YBHGFJHDSW/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JOFTSGJUJHCA3KGQBO6OZXWU7JFKVHMJ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7ZFWRN5P2WG23MWMVAEVV3YBHGFJHDSW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JOFTSGJUJHCA3KGQBO6OZXWU7JFKVHMJ/
https://www.cve.org/CVERecord?id=CVE-2021-34825
https://nvd.nist.gov/vuln/detail/CVE-2021-34825

182730 Debian Security Update for quassel (CVE-2021-34825)

281668 Fedora Security Update for quassel (FEDORA-2021-2e2ba6d39f)

281669 Fedora Security Update for quassel (FEDORA-2021-75cec6e6da)

501917 Alpine Linux Security Update for quassel
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