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Summary

CVE CVE-2021-3495

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-01 14:15:00 UTC

Updated 2021-06-14 15:13:00 UTC

Description An incorrect access control flaw was found in the kiali-operator in versions before 1.33.0 and before 1.24.7. This flaw allows an attacker with a basic level of access to the cluster (to deploy a kiali operand) to use this vulnerability and deploy a given image to anywhere in the cluster, potentially gaining access to privileged service account tokens. The highest threat from this vulnerability is to data confidentiality and integrity as well as system availability.

Risk And Classification

Problem Types: CWE-281

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netlify Kiali-operator All All All All

Application Redhat Openshift Service Mesh 1.0 All All All

Application Redhat Openshift Service Mesh 2.0 All All All

References

Reference Source Link

1947361 – (CVE-2021-3495) CVE-2021-3495 kiali/kiali-operator: can deploy specified image to any namespace MISC bugzilla.redhat.com

Kiali: Service mesh observability and configuration MISC kiali.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982243 Go (go) Security Update for github.com/kiali/kiali (GHSA-mv55-23xp-3wp8)
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