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Summary

CVE CVE-2021-35043

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-19 15:15:00 UTC

Updated 2022-10-29 02:49:00 UTC

Description OWASP AntiSamy before 1.6.4 allows XSS via HTML attributes when using the HTML output serializer (XHTML is not affected). This was demonstrated by a javascript: URL with &#00058 as the replacement for the : character.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Antisamy Project Antisamy All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Oracle Banking Enterprise Default Management 2.10.0 All All All

Application Oracle Banking Enterprise Default Management 2.12.0 All All All

Application Oracle Banking Enterprise Default Management 2.6.2 All All All

Application Oracle Banking Enterprise Default Management 2.7.0 All All All

Application Oracle Banking Enterprise Default Management 2.7.1 All All All

Application Oracle Banking Enterprise Default Managment 2.10.0 All All All

Application Oracle Banking Enterprise Default Managment 2.12.0 All All All

Application Oracle Banking Enterprise Default Managment 2.6.2 All All All

Application Oracle Banking Enterprise Default Managment 2.7.0 All All All

Application Oracle Banking Enterprise Default Managment 2.7.1 All All All

Application Oracle Banking Enterprise Default Managment All All All All

Application Oracle Banking Party Management 2.7.0 All All All

Application Oracle Banking Platform 2.6.2 All All All
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Application Oracle Banking Platform 2.6.2 All All All

Application Oracle Banking Platform 2.7.0 All All All

Application Oracle Banking Platform 2.7.1 All All All

Application Oracle Banking Platform All All All All

Application Oracle Insurance Policy Administration 11.0.2 All All All

Application Oracle Insurance Policy Administration 11.1.0 All All All

Application Oracle Insurance Policy Administration 11.2.8 All All All

Application Oracle Insurance Policy Administration 11.3.0 All All All

Application Oracle Insurance Policy Administration 11.3.1 All All All

Application Oracle Middleware Common Libraries And Tools 12.2.1.3.0 All All All

Application Oracle Middleware Common Libraries And Tools 12.2.1.4.0 All All All

Application Oracle Retail Back Office 14.0 All All All

Application Oracle Retail Back Office 14.1 All All All

Application Oracle Retail Central Office 14.0 All All All

Application Oracle Retail Central Office 14.1 All All All

Application Oracle Retail Returns Management 14.0 All All All

Application Oracle Retail Returns Management 14.1 All All All

References

Reference Source Link

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Override URL encoding when serializing results to HTML by spassarop · Pull Request #87 · nahsra/antisamy · GitHub MISC github.com

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Release v1.6.4 · nahsra/antisamy · GitHub MISC github.com

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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980364 Java (maven) Security Update for org.owasp.antisamy:antisamy (GHSA-9c8w-jrw3-q2c3)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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