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Summary

CVE CVE-2021-35052

State PUBLIC

Assigner vulnerability@kaspersky.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-23 16:15:00 UTC

Updated 2021-11-29 18:36:00 UTC

Description A component in Kaspersky Password Manager could allow an attacker to elevate a process Integrity level from Medium to High.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaspersky Password Manager 9.0.2 - All All

Application Kaspersky Password Manager 9.0.2 patch_a All All

Application Kaspersky Password Manager 9.0.2 patch_b All All

Application Kaspersky Password Manager 9.0.2 patch_c All All

Application Kaspersky Password Manager 9.0.2 patch_d All All

Application Kaspersky Password Manager 9.0.2 patch_e All All

Application Kaspersky Password Manager 9.0.2 patch_f All All

Application Kaspersky Password Manager 9.0.2 patch_g All All

Application Kaspersky Password Manager 9.0.2 patch_h All All

Application Kaspersky Password Manager 9.0.2 patch_i All All

Application Kaspersky Password Manager 9.0.2 patch_j All All

Application Kaspersky Password Manager 9.0.2 patch_k All All

Application Kaspersky Password Manager 9.0.2 patch_l All All

Application Kaspersky Password Manager 9.0.2 patch_m All All

Application Kaspersky Password Manager 9.0.2 patch_n All All

Application Kaspersky Password Manager 9.0.2 patch_o All All

Application Kaspersky Password Manager 9.0.2 patch_p All All
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Application Kaspersky Password Manager 9.0.2 patch_p All All

Application Kaspersky Password Manager 9.0.2 patch_q All All

Application Kaspersky Password Manager All All All All

References

Reference Source Link Tags

List of Advisories MISC support.kaspersky.com

ZDI-21-1335 | Zero Day Initiative MISC www.zerodayinitiative.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

375996 WinRAR Multiple Remote Code Execution (RCE) Vulnerability
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