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CVE CVE-2021-35063

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-22 18:15:00 UTC

Updated 2023-11-07 03:36:00 UTC

Description Suricata before 5.0.7 and 6.x before 6.0.3 has a "critical evasion."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 34 All All All
Operating System Fedoraproject Fedora 35 All All All
Application Oisf Suricata All All All All
Reference Source Link

Releases - OISF/suricata - GitHub MISC github.com

Suricata 6.0.3 and 5.0.7 Released - Announcements - Suricata CONFIRM  forum.suricata.io
CVE-2021-35063 MISC security-tracker.debian.org
[SECURITY] Fedora 34 Update: suricata-6.0.4-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: suricata-6.0.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
1980453 — (CVE-2021-35063) CVE-2021-35063 suricata: critical evasion MISC bugzilla.redhat.com
#990835 - suricata: CVE-2021-35063 - Debian Bug report logs MISC bugs.debian.org
[SECURITY] Fedora 35 Update: suricata-6.0.4-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: suricata-6.0.4-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180252 Debian Security Update for suricata (CVE-2021-35063)

281712 Fedora Security Update for suricata (FEDORA-2021-acb6b48101)
281713 Fedora Security Update for suricata (FEDORA-2021-a8ebb71068)
282085 Fedora Security Update for suricata (FEDORA-2021-c7fd9e9126)

282145 Fedora Security Update for suricata (FEDORA-2021-ad5883c848)

501925 Alpine Linux Security Update for suricata
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