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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm Aqt1000 - All All All
Qualcomm Aqt1000 Firmware - All All All
Qualcomm Ar8031 - All All All
Qualcomm Ar8031 Firmware - All All All
Qualcomm Ar8035 - All All All
Qualcomm Ar8035 Firmware - All All All
Qualcomm Csra6620 - All All All
Qualcomm Csra6620 Firmware - All All All
Qualcomm Csra6640 - All All All
Qualcomm Csra6640 Firmware - All All All
Qualcomm Csrb31024 - All All All
Qualcomm Csrb31024 Firmware - All All All
Qualcomm Qcab174a - All All All
Qualcomm Qcab174a Firmware - All All All
Qualcomm Qcab175a - All All All
Qualcomm Qcab175a Firmware - All All All
Qualcomm Qcab390 - All All All


https://cve.report/
https://cve.report/CVE-2021-35084/mitre
https://cve.report/CVE-2021-35084/nist
https://cve.report/CVE-2021-35084/cve_org
https://cve.report/CVE-2021-35084.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csrb31024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csrb31024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6175a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6175a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
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Qcab595au Firmware
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Qcab696 Firmware
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http://cve.report/software/qualcomm/qca6420
http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qca6426
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430_firmware
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qca6574au
http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qca6595au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696_firmware
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qcm6125_firmware

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qcn7605

Qcn7605 Firmware

Qcn7606

Qcn7606 Firmware

Qcs405

Qcs405 Firmware

Qcs410

Qcs410 Firmware

Qcs4290

Qcs4290 Firmware

Qcs605

Qcs605 Firmware
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Qcs6125 Firmware
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Qrb5165n Firmware

Qrb5165 Firmware
Sa415m

Sa415m Firmware
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Sa515m Firmware
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Sa6155p Firmware
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Sa8195p Firmware
Sd460

Sd460 Firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn7605_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn7606
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn7606_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs405
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs405_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs410_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs4290_firmware
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qcs610
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs610_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165n
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165n_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa415m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa515m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa515m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8195p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8195p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd460
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd460_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd480
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http://cve.report/software/qualcomm/wcd9370_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3990
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3990_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998

Operating System Qualcomm Wcn3998 Firmware - All All All
Hardware Qualcomm Wcn3999 - All All All
Operating System Qualcomm Wcn3999 Firmware - All All All
Hardware Qualcomm Wcn6740 - All All All
Operating System Qualcomm Wcn6740 Firmware - All All All
Hardware Qualcomm Wcn6750 - All All All
Operating System Qualcomm Wcn6750 Firmware - All All All
Hardware Qualcomm Wcn6850 - All All All
Operating System Qualcomm Wcn6850 Firmware - All All All
Hardware Qualcomm Wcn6851 - All All All
Operating System Qualcomm Wcn6851 Firmware - All All All
Hardware Qualcomm Wcn6855 - All All All
Operating System Qualcomm Wcn6855 Firmware - All All All
Hardware Qualcomm Wcn6856 - All All All
Operating System Qualcomm Wcn6856 Firmware - All All All
Hardware Qualcomm Wcen7850 - All All All
Operating System Qualcomm Wcen7850 Firmware - All All All
Hardware Qualcomm Wcen7851 - All All All
Operating System Qualcomm Wcen7851 Firmware - All All All
Hardware Qualcomm Wsa8810 - All All All
Operating System Qualcomm Wsa8810 Firmware - All All All
Hardware Qualcomm Wsa8815 - All All All
Operating System Qualcomm Wsa8815 Firmware - All All All
Hardware Qualcomm Wsa8830 - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Hardware Qualcomm Wsa8835 - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Reference Source Link Tags

Qualcomm Documentation CONFIRM www.qualcomm.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://cve.report/software/qualcomm/wcn3999_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6740
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http://cve.report/software/qualcomm/wcn6740_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6750
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6750_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6850
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6850_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6851
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6851_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6855
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6855_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6856
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6856_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7850
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7850_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7851
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7851_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835_firmware
https://www.qualcomm.com/company/product-security/bulletins/may-2022-bulletin
https://www.cve.org/CVERecord?id=CVE-2021-35084
https://nvd.nist.gov/vuln/detail/CVE-2021-35084

Legacy QID Mappings

610412 Google Pixel Android May 2022 Security Patch Missing

610420 Google Android June 2022 Security Patch Missing for Huawei EMUI
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