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Summary

CVE CVE-2021-35193

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-30 19:15:00 UTC

Updated 2021-08-11 15:25:00 UTC

Description Patterson Application Service in Patterson Eaglesoft 18 through 21 accepts the same certificate authentication across different customers' installations (that have the same software version). This provides remote access to SQL database credentials. (In the normal use of the product, retrieving those credentials only occurs after a username/password authentication step; however, this authentication step is on the client side, and an attacker can develop their own client that skips this step.)

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pattersondental Eaglesoft All All All All

References

Reference Source Link Tags

GitHub - jshafer817/Eaglesoft: Eaglesoft 21 POC MISC github.com

Eaglesoft.net - Contact Us MISC patterson.eaglesoft.net

Justin Shafer: Eaglesoft 18 through 21 vulnerability MISC justinshafer.blogspot.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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