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Summary

CVE CVE-2021-35206

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-22 14:15:00 UTC

Updated 2021-06-24 13:21:00 UTC

Description Gitpod before 0.6.0 allows unvalidated redirects.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitpod Gitpod All All All All

References

Reference Source Link Tags

[changelog] add: Fix unvalidated redirects by AlexTugarev · Pull Request #4567 · gitpod-io/gitpod · GitHub MISC github.com

Changelog MISC www.gitpod.io

[server/auth] ensure safe returnTo param · gitpod-io/gitpod@8ca431f · GitHub MISC github.com

[changelog] add: Fix unvalidated redirects by AlexTugarev · Pull Request #4567 · gitpod-io/gitpod · GitHub MISC github.com

gitpod/CHANGELOG.md at main · gitpod-io/gitpod · GitHub MISC github.com

Comparing 0.6.0-beta5...0.6.0 · gitpod-io/gitpod · GitHub MISC github.com

[server/auth] ensure safe returnTo param by AlexTugarev · Pull Request #2879 · gitpod-io/gitpod · GitHub MISC github.com

[server/auth] ensure safe returnTo param by AlexTugarev · Pull Request #2879 · gitpod-io/gitpod · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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