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Summary
CVE CVE-2021-35206
State PUBLIC
Assigner cve@mitre.org
Source Priority CVE Program / NVD first with legacy fallback
Published 2021-06-22 14:15:00 UTC
Updated 2021-06-24 13:21:00 UTC
Description Gitpod before 0.6.0 allows unvalidated redirects.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Gitpod Gitpod All All All

Language

All

References

g

1

Reference

CVE Program record

[changelog] add: Fix unvalidated redirects by AlexTugarev - Pull Request #4567 - gitpod-io/gitpod - GitHub ~ MISC
Changelog MISC
[server/auth] ensure safe returnTo param - gitpod-io/gitpod@8ca431f - GitHub MISC

[changelog] add: Fix unvalidated redirects by AlexTugarev - Pull Request #4567 - gitpod-io/gitpod - GitHub ~ MISC

itpod/CHANGELOG.md at main - gitpod-io/gitpod - GitHub MISC

Comparing 0.6.0-beta5...0.6.0 - gitpod-io/gitpod - GitHub MISC
[server/auth] ensure safe returnTo param by AlexTugarev - Pull Request #2879 - gitpod-io/gitpod - GitHub ~ MISC

[server/auth] ensure safe returnTo param by AlexTugarev - Pull Request #2879 - gitpod-io/gitpod - GitHub ~ MISC

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2021-35206/mitre
https://cve.report/CVE-2021-35206/nist
https://cve.report/CVE-2021-35206/cve_org
https://cve.report/CVE-2021-35206.pdf
http://cve.report/vendor/gitpod
http://cve.report/software/gitpod/gitpod
https://github.com/gitpod-io/gitpod/pull/4567/commits/f78b7d18e509e28e71b65bbd4dfd52c16ca57c18
https://www.gitpod.io/changelog
https://github.com/gitpod-io/gitpod/commit/8ca431f86ae3a6f9a17afcfed51cdd065fcff1a5
https://github.com/gitpod-io/gitpod/pull/4567
https://github.com/gitpod-io/gitpod/blob/main/CHANGELOG.md
https://github.com/gitpod-io/gitpod/compare/0.6.0-beta5...0.6.0
https://github.com/gitpod-io/gitpod/pull/2879#issuecomment-865662372
https://github.com/gitpod-io/gitpod/pull/2879
https://www.cve.org/CVERecord?id=CVE-2021-35206
https://nvd.nist.gov/vuln/detail/CVE-2021-35206

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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