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Summary

CVE CVE-2021-35211

State PUBLIC

Assigner psirt@solarwinds.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-14 21:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Microsoft discovered a remote code execution (RCE) vulnerability in the SolarWinds Serv-U product utilizing a Remote Memory Escape Vulnerability. If exploited, a threat actor may be able to gain privileged access to the machine hosting Serv-U Only. SolarWinds Serv-U Managed File Transfer and Serv-U Secure FTP for Windows before 15.2.3 HF2 are affected by this vulnerability.

Risk And Classification

EPSS: 0.943210000 probability, percentile 0.999510000 (date 2026-04-02)

CISA KEV: Listed on 2021-11-03; due 2021-11-17; ransomware use Known

Problem Types: CWE-787

CISA Known Exploited Vulnerability

Vendor SolarWinds

Product Serv-U

Name SolarWinds Serv-U Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-35211

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Solarwinds Serv-u All All All All

Application Solarwinds Serv-u 15.2.3 - All All

Application Solarwinds Serv-u 15.2.3 hotfix1 All All
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Vendor Comments And Credit

Discovery Credit

LEGACY: SolarWinds would like to thank the Microsoft Threat Intelligence Center (MSTIC)
and Microsoft Offensive Security Research teams for reporting on the issue in a responsible
manner.

Legacy QID Mappings
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