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Summary

CVE CVE-2021-35237

State PUBLIC

Assigner psirt@solarwinds.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-29 14:15:00 UTC

Updated 2023-08-03 21:15:00 UTC

Description A missing HTTP header (X-Frame-Options) in Kiwi Syslog Server has left customers vulnerable to click jacking. Clickjacking is an attack that occurs when an attacker uses a transparent iframe in a window to trick a user into clicking on an actionable item, such as a button or link, to another server in which they have an identical webpage. The attacker essentially hijacks the user activity intended for the original server and sends them to the other server. This is an attack on both the user and the server.

Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Solarwinds Kiwi Syslog Server All All All All

References

Reference Source Link Tags

KSS 9.8 Release Notes MISC documentation.solarwinds.com

SolarWinds Trust Center Security Advisories | CVE-2021-35237 MISC www.solarwinds.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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