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Summary

CVE CVE-2021-3524

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-17 17:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description A flaw was found in the Red Hat Ceph Storage RadosGW (Ceph Object Gateway) in versions before 14.2.21. The vulnerability is related to the injection of HTTP headers via a CORS ExposeHeader tag. The newline character in the ExposeHeader tag in the CORS configuration file generates a header injection in the response when the CORS request is made. In addition, the prior bug fix for CVE-2020-10753 did not account for the use of \r as a header separator, thus a new flaw has been created.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Redhat Ceph All All All All

Application Redhat Ceph Storage 4.0 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 34 Update: ceph-16.2.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: ceph-15.2.12-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 3629-1] ceph security update MLIST lists.debian.org

[SECURITY] Fedora 33 Update: ceph-15.2.12-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: ceph-16.2.4-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: ceph-14.2.21-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

1951674 – (CVE-2021-3524) CVE-2021-3524 ceph object gateway: radosgw: CRLF injection MISC bugzilla.redhat.com

[SECURITY] [DLA 2735-1] ceph security update MLIST lists.debian.org
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[SECURITY] Fedora 32 Update: ceph-14.2.21-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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178752 Debian Security Update for ceph (DLA 2735-1)

179785 Debian Security Update for ceph (CVE-2021-3524)

198423 Ubuntu Security Notification for Ceph vulnerabilities (USN-4998-1)

198554 Ubuntu Security Notification for Ceph Vulnerabilities (USN-5128-1)

240201 Red Hat Update for kernel-rt (RHSA-2022:1199)

240265 Red Hat Update for red hat ceph storage 4.3 (RHSA-2022:1716)

281145 Fedora Security Update for ceph (FEDORA-2021-6e540b85b9)

281146 Fedora Security Update for ceph (FEDORA-2021-1bf13db941)

281147 Fedora Security Update for ceph (FEDORA-2021-ec414c5e18)

501811 Alpine Linux Security Update for ceph

502829 Alpine Linux Security Update for ceph16

6000278 Debian Security Update for ceph (DLA 3629-1)

670530 EulerOS Security Update for ceph (EulerOS-SA-2021-2288)

671554 EulerOS Security Update for ceph-common (EulerOS-SA-2022-1525)

671652 EulerOS Security Update for ceph-common (EulerOS-SA-2022-1708)

750099 SUSE Enterprise Linux Security Update for ceph (SUSE-SU-2021:1834-1)

750100 SUSE Enterprise Linux Security Update for ceph (SUSE-SU-2021:1835-1)

750174 OpenSUSE Security Update for ceph (openSUSE-SU-2021:0833-1)

750795 OpenSUSE Security Update for ceph (openSUSE-SU-2021:1834-1)
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