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CVE CVE-2021-35240
State PUBLIC
Assigner psirt@solarwinds.com

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2021-08-31 16:15:00 UTC
Updated 2021-09-09 14:39:00 UTC
Description A security researcher stored XSS via a Help Server setting. This affects customers using Internet Explorer, because they dt

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Application Microsoft Internet Explorer
Application Solarwinds Orion Platform

Version Update Edition Language
- All All All
All All All All

References

Reference Source
Success Center MISC
Page Not Found. MISC
Secure Configuration for the Orion Platform MISC
Success Center MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
support.solarwinds.com

www.solarwinds.com
documentation.solarwinds.com
support.solarwinds.com

WWw.Ccve.org canonical

nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

responsible manner.

LEGACY: SolarWinds would like to thank Kajetan Rostojek for reporting on the issue in a


https://cve.report/
https://cve.report/CVE-2021-35240/mitre
https://cve.report/CVE-2021-35240/nist
https://cve.report/CVE-2021-35240/cve_org
https://cve.report/CVE-2021-35240.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/solarwinds
http://cve.report/software/solarwinds/orion_platform
https://support.solarwinds.com/SuccessCenter/s/article/Orion-Platform-2020-2-6-Hotfix-1?language=en_US
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35240
https://documentation.solarwinds.com/en/success_center/orionplatform/content/core-secure-configuration.htm
https://support.solarwinds.com/SuccessCenter/s/article/Mitigate-the-Stored-XSS-via-Help-Server-setting-CVE-2021-35240?language=en_US
https://www.cve.org/CVERecord?id=CVE-2021-35240
https://nvd.nist.gov/vuln/detail/CVE-2021-35240

There are currently no legacy QID mappings associated with this CVE.
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