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Summary

CVE CVE-2021-3530

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-02 15:15:00 UTC

Updated 2022-09-28 20:03:00 UTC

Description A flaw was discovered in GNU libiberty within demangle_path() in rust-demangle.c, as distributed in GNU Binutils version 2.36. A crafted symbol can cause stack memory to be exhausted leading to a crash.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Binutils 2.36 All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

References

Reference Source Link

GNU Binutils: Multiple Vulnerabilities (GLSA 202208-30) — Gentoo security GENTOO security.gentoo.org

1956423 – (CVE-2021-3530) CVE-2021-3530 binutils: stack memory exhaustion in demangle_path() in rust-demangle.c MISC bugzilla.redhat.com

CVE-2021-3530 GNU Binutils Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Tree - rpms/binutils - src.fedoraproject.org MISC src.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183754 Debian Security Update for binutils (CVE-2021-3530)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)
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CVE.report and Source URL Uptime Status status.cve.report

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)

710599 Gentoo Linux GNU Binutils Multiple Vulnerabilities (GLSA 202208-30)

752893 SUSE Enterprise Linux Security Update for binutils (SUSE-SU-2022:4146-1)

752941 SUSE Enterprise Linux Security Update for binutils (SUSE-SU-2022:4277-1)
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http://cve.report/qid/752941
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-3530
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


