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CVE CVE-2021-3536
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-20 13:15:00 UTC
Updated 2021-05-26 15:02:00 UTC
Description A flaw was found in Wildfly in versions before 23.0.2.Final while creating a new role in domain mode via the admin console,
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Build Of Quarkus - All All All
Application Redhat Data Grid 8.0 All All All
Application Redhat Descision Manager 7.0 All All All
Application Redhat Integration Camel K - All All All
Application Redhat Integration Camel Quarkus - All All All
Application Redhat Integration Service Registry - All All All
Application Redhat Jboss A-mq 7 All All All
Application Redhat Jboss Enterprise Application Platform 7.0 All All All
Application Redhat Wildfly All All All All

References
Reference Source Link
1948001 — (CVE-2021-3536) CVE-2021-3536 wildfly: XSS via admin console when creating roles in domain mode MISC bugzilla.red
CVE Program record CVE.ORG www.cve.or
NVD vulnerability detail NVD nvd.nist.gov
4 H

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

239478 Red Hat Update for Red Hat JBoss Enterprise Application Platform 7.3.8 on RHEL 8 (RHSA-2021:2694)
239479 Red Hat Update for Red Hat JBoss Enterprise Application Platform 7.3.8 on RHEL 7 (RHSA-2021:2693)
239480 Red Hat Update for Red Hat JBoss Enterprise Application Platform 7.3.8 on RHEL 6 (RHSA-2021:2692)

239652 Red Hat Update for Red Hat JBoss Enterprise Application Platform 7.4.1 (RHSA-2021:3658)

239653 Red Hat Update for Red Hat JBoss Enterprise Application Platform 7.4.1 (RHSA-2021:3656)
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