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Summary

CVE CVE-2021-35368

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-05 18:15:00 UTC

Updated 2023-11-07 03:36:00 UTC

Description OWASP ModSecurity Core Rule Set 3.1.x before 3.1.2, 3.2.x before 3.2.1, and 3.3.x before 3.3.2 is affected by a Request Body Bypass via a trailing pathname.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Owasp Owasp Modsecurity Core Rule Set All All All All

References

Reference Source

[SECURITY] Fedora 37 Update: libmodsecurity-3.0.8-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 36 Update: libmodsecurity-3.0.8-1.fc36 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: libmodsecurity-3.0.8-1.fc37 - package-announce - Fedora Mailing-Lists

WAF bypass: ‘Severe’ OWASP ModSecurity Core Rule Set bug was present for several years | The Daily Swig CONFIRM

OWASP ModSecurity Core Rule Set: Multiple Vulnerabilities (GLSA 202305-25) — Gentoo security GENTOO

OWASP ModSecurity Core Rule Set MISC

CVE-2021-35368 – CRS Request Body Bypass (Update) – OWASP ModSecurity Core Rule Set CONFIRM

[SECURITY] [DLA 3293-1] modsecurity-crs security update MLIST

[SECURITY] Fedora 36 Update: libmodsecurity-3.0.8-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA

Lessons learned: How a severe vulnerability in the OWASP ModSecurity Core Rule Set sparked much-needed change | The Daily Swig MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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179413 Debian Security Update for modsecurity-crs (CVE-2021-35368)

181522 Debian Security Update for modsecurity-crs (DLA 3293-1)

283232 Fedora Security Update for libmodsecurity (FEDORA-2022-afa1e7b6c4)

283472 Fedora Security Update for libmodsecurity (FEDORA-2022-90453044f3)

710728 Gentoo Linux OWASP ModSecurity Core Rule Set Multiple Vulnerabilities (GLSA 202305-25)
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