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CVE CVE-2021-35414
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-08 22:15:00 UTC
Updated 2021-12-06 19:13:00 UTC

/

Description Chamilo LMS v1.11.x was discovered to contain a SQL injection via the doc parameter in main/plagiarism/compilatio/uploac

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Chamilo Chamilo Lms All

Update

All

Edition Language

All All

References

Reference

Security issues - Chamilo LMS - Chamilo Tracking System

writeups/chamilo-Ims at main - andrejspuler/writeups - GitHub

Add api_protect_course_script() - chamilo/chamilo-Ims@f398b5b - GitHub

Security issues - Chamilo LMS - Chamilo Tracking System

writeups/chamilo-Ims at main - andrejspuler/writeups - GitHub

Sepe plugin: Add Database::escape_string - chamilo/chamilo-Ims@6a98e32 - GitHub
Add int casting - chamilo/chamilo-Ims@36149c1 - GitHub

CVE Program record

NVD vulnerability detail

/

Source

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link Tags
support.chamilo.org
github.com

github.com

support.chamilo.org

github.com

github.com

github.com

WwWw.cve.org canonical
nvd.nist.gov canonical, analysi

[

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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