CVE-2021-3549

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-3549
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-26 21:15:00 UTC
Updated 2022-10-07 20:28:00 UTC
Description An out of bounds flaw was found in GNU binutils objdump utility version 2.36. An attacker could use this flaw and pass a lar
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Binutils 2.36 All All All
Reference

GNU Binutils: Multiple Vulnerabilities (GLSA 202208-30) — Gentoo security
1960717 — (CVE-2021-3549) CVE-2021-3549 binutils: heap-based buffer overflow in avr_elf32_load_records_from_section() via large section
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

184413 Debian Security Update for binutils (CVE-2021-3549)
670697 EulerOS Security Update for binutils (EulerOS-SA-2021-2455)
670735 EulerOS Security Update for binutils (EulerOS-SA-2021-2493)

670763 EulerOS Security Update for binutils (EulerOS-SA-2021-2521)
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670787 EulerOS Security Update for binutils (EulerOS-SA-2021-2545)

710599 Gentoo Linux GNU Binutils Multiple Vulnerabilities (GLSA 202208-30)
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