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State

Assigner
Source Priority
Published
Updated

Description

/

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback

2021-07-13 08:15:00 UTC

2023-11-07 03:36:00 UTC

When reading a specially crafted 7Z archive, the construction of the list of codecs that decompress an entry can result in ar

Risk And Classification

1|

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Apache
Netapp
Netapp
Netapp
Netapp
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Product

Commons Compress

Active Ig Unified Manager

Active Ig Unified Manager

Active Ig Unified Manager
Oncommand Insight

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Enterprise Default Management
Banking Party Management

Banking Payments

Banking Trade Finance

Banking Treasury Management
Business Process Management Suite
Business Process Management Suite

Commerce Guided Search

Version

All

20.1

21.1

All

2.7.0

14.5

12.2.1.3.0

12.2.1.4.0

11.3.2

Update Edition Langua

All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
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Application Oracle  Communications Billing And Revenue Management 12.0.0.4  All All All
Application Oracle  Communications Cloud Native Core Automated Test Suite 1.8.0 All All All
Application Oracle  Communications Cloud Native Core Service Communication Proxy 1.14.0 All All All
Application Oracle  Communications Cloud Native Core Unified Data Repository 1.14.0 All All All
Application Oracle  Communications Diameter Intelligence Hub All All All All
Operating System Oracle  Communications Messaging Server 8.1 All All All
Application Oracle  Communications Session Route Manager All All All All
Application Oracle  Financial Services Crime And Compliance Management Studio 8.0.8.2.0 Al All All
Application Oracle  Financial Services Crime And Compliance Management Studio 8.0.8.3.0 Al All All
Application Oracle  Financial Services Enterprise Case Management 8.0.7.2.0 Al All All
Application Oracle  Financial Services Enterprise Case Management 8.0.8.1.0 Al All All
Application Oracle  Flexcube Universal Banking 12.4.0 All All All
Application Oracle  Flexcube Universal Banking 14.5.0 All All All
Application Oracle  Flexcube Universal Banking All All All All
Application Oracle  Healthcare Data Repository 8.1.0 All All All
Application Oracle Insurance Policy Administration 11.0.2 All All All
Application Oracle  Insurance Policy Administration 11.1.0 All All All
Application Oracle Insurance Policy Administration 11.2.8 All All All
Application Oracle  Insurance Policy Administration 11.3.0 All All All
Application Oracle Insurance Policy Administration 11.3.1 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.57 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.58 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.59 All All All
Application Oracle  Primavera Unifier 18.8 All All All
Application Oracle  Primavera Unifier 19.12 All All All
Application Oracle  Primavera Unifier 20.12 All All All
Application Oracle  Primavera Unifier All All All All
Application Oracle  Utilities Testing Accelerator 6.0.0.1.1 All All All
Application Oracle  Utilities Testing Accelerator 6.0.0.2.2 Al All All
Application Oracle  Utilities Testing Accelerator 6.0.0.3.1 All All All
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[poi-dev] 20210923 Re: [VOTE] Apache POI 5.1.0 release (RC1)

[skywalking-notifications] 20210802 [skywalking] 01/01: Fix CVE-2021-35515, CVE-2021-35516, CVE-2021-35517, CVE-2021-36090
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[announce] 20210713 CVE-2021-35515: Apache Commons Compress 1.6 to 1.20 denial of service vulnerability

[pulsar-commits] 20210716 [GitHub] [pulsar] Ihotari opened a new pull request #11345: [Security] Upgrade commons-compress to 1.21
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[skywalking-notifications] 20210803 [GitHub] [skywalking] codecov[bot] edited a comment on pull request #7400: Fix CVE-2021-35515, CVE-Z
Oracle Critical Patch Update Advisory - April 2022

[skywalking-notifications] 20210802 [GitHub] [skywalking] wu-sheng opened a new pull request #7400: Fix CVE-2021-35515, CVE-2021-3551
July 2021 Apache Commons Compress Vulnerabilities in NetApp Products | NetApp Product Security
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Pony Mail!
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Commons Compress — Commons Compress Security Reports
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[druid-commits] 20210726 [druid] branch master updated: Address CVE-2021-35515 CVE-2021-36090 (#11496)
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oss-security - CVE-2021-35515: Apache Commons Compress 1.6 to 1.20 denial of service vulnerability

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - July 2022

Pony Mail!

[druid-commits] 20210726 [GitHub] [druid] suneet-s merged pull request #11496: Address CVE-2021-35515 CVE-2021-36090
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Discovery Credit

LEGACY: This issue was discovered by OSS Fuzz.

Legacy QID Mappings

183811 Debian Security Update for libcommons-compress-java (CVE-2021-35515)
750923 OpenSUSE Security Update for apache-commons-compress (openSUSE-SU-2021:2612-1)
750938 OpenSUSE Security Update for apache-commons-compress (openSUSE-SU-2021:1115-1)

980265 Java (maven) Security Update for org.apache.commons:commons-compress (GHSA-7hfm-57qf-j43q)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/183811
http://cve.report/qid/750923
http://cve.report/qid/750938
http://cve.report/qid/980265
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-35515
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit

	Legacy QID Mappings


