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Certain versions of Postsrsd from Postsrsd Project contain the
following vulnerability:

PostSRSd before 1.11 allows a denial of service (subprocess hang) if
Postfix sends certain long data fields such as multiple concatenated
email addresses. NOTE: the PostSRSd maintainer acknowledges
"theoretically, this error should never occur ... I'm not sure if there's a
reliable way to trigger this condition by an external attacker, but it is a

security bug in PostSRSd nevertheless."

CVSS3 Score: 5.3 - MEDIUM
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UNCHANGED NONE NONE LOW

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

PostSRSd: Denial of service
(GLSA 202107-08) —

security.gentoo.org

text/html

 GENTOO GLSA-202107-08

CVE-2021-35525 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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https://cve.report/CVE-2021-35525.pdf
http://cve.report/software/postsrsd_project/postsrsd
http://cve.report/vendor/postsrsd_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.gentoo.org/glsa/202107-08


← Previous ID Next ID→

Gentoo security
text/html

SECURITY: Fix DoS on
overly long input from Postfix
·
roehling/postsrsd@077be98
· GitHub

github.com

text/html

 MISC
github.com/roehling/postsrsd/commit/077be98d8c8a9847e4ae0c7dc09e7474cbe27db2

793674 – bugs.gentoo.org

text/html

 MISC bugs.gentoo.org/793674

Release 1.11 ·
roehling/postsrsd · GitHub

github.com

text/html

 MISC github.com/roehling/postsrsd/releases/tag/1.11

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

180583 Debian Security Update for postsrsd (CVE-2021-35525)

710068 Gentoo Linux PostSRSd Denial of service (GLSA 202107-08)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Postsrsd Project Postsrsd All All All All

No vendor comments have been submitted for this CVE
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