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Summary

CVE CVE-2021-35560

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-20 11:16:00 UTC

Updated 2021-10-25 18:52:00 UTC

Description Vulnerability in the Java SE product of Oracle Java SE (component: Deployment). The supported version that is affected is Java SE: 8u301. Difficult to exploit vulnerability allows unauthenticated attacker with network access via multiple protocols to compromise Java SE. Successful attacks require human interaction from a person other than the attacker. Successful attacks of this vulnerability can result in takeover of Java SE. Note: This vulnerability applies to Java deployments, typically in clients running sandboxed Java Web Start applications or sandboxed Java applets, that load and run untrusted code (e.g., code that comes from the internet) and rely on the Java sandbox for security. This vulnerability does not apply to Java deployments, typically in servers, that load and run only trusted code (e.g., code installed by an administrator). CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Storage Manager - All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Santricity Unified Manager - All All All

Application Oracle Openjdk 8 update301 All All

References

Reference Source Link

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

October 2021 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

239935 Red Hat Update for java-1.8.0-ibm (RHSA-2021:5030)

240054 Red Hat Update for java-1.8.0-ibm (RHSA-2022:0345)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)

330096 IBM AIX Java Multiple Vulnerabilities (java_feb2022_advisory)

375964 Oracle Java SE Critical Patch Update - October 2021 (CPUOCT2021)

376087 Azul Java Multiple Vulnerabilities Security Update October 2021

376149 IBM Java Software Development Kit (SDK) Multiple Vulnerabilities (Oracle October 19 2021 CPU (1.7.0_321, 1.8.0_311))

379452 IBM Cognos Analytics Multiple Vulnerabilities (7123154)

751608 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2022:0107-1)

751612 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2022:0108-1)

751618 OpenSUSE Security Update for java-1_8_0-ibm (openSUSE-SU-2022:0108-1)
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