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CVE CVE-2021-35604
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-20 11:17:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). Supported versions that are affected ar

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Mariadb Mariadb All All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Snapcenter - All All All

Application Oracle Mysql Server All All All All

Application Oracle Mysql Server All All All All

Reference Source Link
[SECURITY] Fedora 35 Update: community-mysql-8.0.27-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject
[SECURITY] Fedora 34 Update: mariadb-10.5.13-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject
[SECURITY] Fedora 34 Update: community-mysql-8.0.27-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject
[SECURITY] Fedora 33 Update: community-mysql-8.0.27-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject
[SECURITY] Fedora 34 Update: mariadb-10.5.13-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject
[SECURITY] Fedora 35 Update: mariadb-10.5.13-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VGR5ZTB5QEDRRC6G5U6TFNCIVBBKGS5J/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PRCU3RTIPVKPC3GMC76YW7DJEXUEY6FG/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5MLAXYFLUDC636S46X34USCLDZAOFBM2/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VGR5ZTB5QEDRRC6G5U6TFNCIVBBKGS5J/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2UTW5KMPPDKIMGB4ULE2HS22HYLVKYIH/

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com
[SECURITY] Fedora 34 Update: community-mysql-8.0.27-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject
[SECURITY] Fedora 35 Update: mariadb-10.5.13-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject
[SECURITY] Fedora 35 Update: community-mysql-8.0.27-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject
October 2021 MySQL Server Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.cc
[SECURITY] Fedora 33 Update: community-mysql-8.0.27-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159765 Oracle Enterprise Linux Security Update for mariadb:10.3 (ELSA-2022-1556)
159775 Oracle Enterprise Linux Security Update for mariadb:10.5 (ELSA-2022-1557)
160186 Oracle Enterprise Linux Security Update for mysql:8.0 (ELSA-2022-7119)
180305 Debian Security Update for mariadb-10.5mariadb-10.3 (CVE-2021-35604)
198550 Ubuntu Security Notification for MySQL Vulnerabilities (USN-5123-1)

198592 Ubuntu Security Notification for MariaDB Vulnerability (USN-5170-1)

20236 Oracle MySQL October 2021 Critical Patch Update (CPU October 2021)
240162 Red Hat Update for rh-mariadb103-mariadb (RHSA-2022:1010)

240163 Red Hat Update for rh-mariadb105-mariadb (RHSA-2022:1007)

240239 Red Hat Update for mariadb:10.5 security (RHSA-2022:1557)

240255 Red Hat Update for mariadb:10.3 (RHSA-2022:1556)

240384 Red Hat Update for mariadb:10.3 (RHSA-2022:4818)

240666 Red Hat Update for rh-mysql80-mysql security (RHSA-2022:6518)

240780 Red Hat Update for mysql:8.0 security (RHSA-2022:7119)

282054 Fedora Security Update for community (FEDORA-2021-f74148c6d4)

282055 Fedora Security Update for community (FEDORA-2021-70dd0b9f5d)

282103 Fedora Security Update for mariadb (FEDORA-2021-72d5918529)

282126 Fedora Security Update for mariadb (FEDORA-2021-acef1dc8cf)

296061 Oracle Solaris 11.4 Support Repository Update (SRU) 42.113.1 Missing (CPUJAN2022)
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354476 Amazon Linux Security Advisory for mariadb105 : ALAS2022-2022-182

354495 Amazon Linux Security Advisory for mariadb105 : ALAS2022-2022-012

355152 Amazon Linux Security Advisory for mariadb105 : ALAS2023-2023-037

356265 Amazon Linux Security Advisory for mariadb : ALASMARIADB10.5-2023-003

376045 MariaDB Denial of Service (DoS) Vulnerability

377393 Alibaba Cloud Linux Security Update for mariadb:10.5 (ALINUX3-SA-2022:0034)

500388 Alpine Linux Security Update for mariadb

501432 Alpine Linux Security Update for mariadb

690192 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (c9387e4d-2f5f-11ec-8be6-d4c9ef517024)

751433 OpenSUSE Security Update for mariadb (openSUSE-SU-2021:3835-1)

751447 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2021:3948-1)

751568 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2021:4202-1)

940485 AlmaLinux Security Update for mariadb:10.3 (ALSA-2022:1556)

940488 AlmaLinux Security Update for mariadb:10.5 (ALSA-2022:1557)

940710 AlmaLinux Security Update for mysql:8.0 (ALSA-2022:7119)

960353 Rocky Linux Security Update for mariadb:10.5 (RLSA-2022:1557)

960427 Rocky Linux Security Update for mariadb:10.3 (RLSA-2022:1556)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/354476
http://cve.report/qid/354495
http://cve.report/qid/355152
http://cve.report/qid/356265
http://cve.report/qid/376045
http://cve.report/qid/377393
http://cve.report/qid/500388
http://cve.report/qid/501432
http://cve.report/qid/690192
http://cve.report/qid/751433
http://cve.report/qid/751447
http://cve.report/qid/751568
http://cve.report/qid/940485
http://cve.report/qid/940488
http://cve.report/qid/940710
http://cve.report/qid/960353
http://cve.report/qid/960427
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-35604
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


