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Summary

CVE CVE-2021-3567

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 19:15:00 UTC

Updated 2023-07-07 19:21:00 UTC

Description A flaw was found in Caribou due to a regression of CVE-2020-25712 fix. An attacker could use this flaw to bypass screen-locking applications that leverage Caribou as an input mechanism. The highest threat from this vulnerability is to system availability.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Caribou All All All All

References

Reference Source Link

1962836 – (CVE-2021-3567) CVE-2021-3567 caribou: segfault on pressing ē since Xorg CVE-2020-25712 fix MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180299 Debian Security Update for caribou (CVE-2021-3567)

750148 SUSE Enterprise Linux Security Update for caribou (SUSE-SU-2021:1943-1)

750665 SUSE Enterprise Linux Security Update for caribou (SUSE-SU-2021:2007-1)

750852 OpenSUSE Security Update for caribou (openSUSE-SU-2021:2414-1)

750876 OpenSUSE Security Update for caribou (openSUSE-SU-2021:1071-1)
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