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CVE-2021-35952

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assanamncLrrnunvsucniuan  Gertain versions of Reflex 2.0 from Fastrack contain the foIIowing
’ vulnerability:

fastrack Reflex 2.0 W307S_REFLEX_v90.89 Activity Tracker allows a
Remote attacker to change the time, date, and month via Bluetooth LE
Characteristics on handle 0x0017.

CVE-2021-35952 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.
CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low (ot | [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Advisory | Payatu © MISC payatu.com/advisory/lack-of-
bluetooth-le-pairing-fastrack-reflex

Reflex 2.0 - The ultimate activity tracker that will get you geared & MISC www.fastrack.in/shop/watch-smart-
up for action - Fastrack.in wearables-reflex-2

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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mailto:%20comment@cve.report

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= [ Fastrack Reflex 2.0 - All All All
Operating Fastrack Reflex 2.0 Firmware 90.89 All All All
System
cpe:2.3:h:fastrack:reflex_2.0:-*
cpe:2.3:0:fastrack:reflex_2.0_firmware:90.89::*:*:*:*:*:*:
No vendor comments have been submitted for this CVE
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@CVEreport CVE-2021-35952 : fastrack Reflex 2.0 W307S_REFLEX_v90.89 Activity Tracker allows a Remote  2022-12-26
attacker to change the ti... twitter.com/i/web/status/1... 06:08:03
New vulnerability on the NVD: CVE-2021-35952 ift.tt/58ViBey 2022-12-26
@JohnJasonFallow 11:17:04
@doogsineerg New vulnerability on the NVD: CVE-2021-35952 ift.tt/UTfhMmO 2022-12-26
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@xanadulinux CVE-2021-35952 ift.tt/uJk64zB 2022-12-26
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