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Summary

CVE CVE-2021-35956

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-30 12:15:00 UTC

Updated 2021-07-06 13:20:00 UTC

Description Stored cross-site scripting (XSS) in the embedded webserver of AKCP sensorProbe before SP480-20210624 enables remote authenticated attackers to introduce arbitrary JavaScript via the Sensor Description, Email (from/to/cc), System Name, and System Location fields.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Akcp Sensorprobe2 - All All All

Operating System Akcp Sensorprobe2 Firmware All All All All

Hardware Akcp Sensorprobe4 - All All All

Operating System Akcp Sensorprobe4 Firmware All All All All

Hardware Akcp Sensorprobe8 - All All All

Hardware Akcp Sensorprobe8-x20 - All All All

Operating System Akcp Sensorprobe8-x20 Firmware All All All All

Hardware Akcp Sensorprobe8-x60 - All All All

Operating System Akcp Sensorprobe8-x60 Firmware All All All All

Operating System Akcp Sensorprobe8 Firmware All All All All

References

Reference Source Link Tags

Tyler Butler | CVE-2021-35956 AKCP sensorProbe - 'Multiple' Cross Site Scripting (XSS) MISC tbutler.org

www.akcp.in.th/downloads/Firmwares/SP480-20210624.zip MISC www.akcp.in.th

AKCP sensorProbe SPX476 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory

Log In ‹ AKCP Remote Sensor Monitoring | Data Center Monitoring — WordPress MISC www.akcp.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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