CVE-2021-35966

Published on: 07/19/2021 12:00:00 AM UTC
Last Modified on: 07/28/2021 12:48:00 PM UTC

CVE-2021-35966 - advisory for TVN-202107007

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanavnacLernursccuian  Gertain versions of Orca Hem from Learningdigital contain the foIIowing
: vulnerability:

The specific function of the Orca HCM digital learning platform does
not filter input parameters properly, which causing the URL can be
redirected to any website. Remote attackers can use the vulnerability
to execute phishing attacks.

CVE-2021-35966 has been assigned by (7) cve@cert.org.tw to track the vulnerability - currently rated as severity.

Affected Vendor/Software: (7) Learningdigital.com, Inc. - Orca HCM version <= 10.0

CVSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
NN |
CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
(e

| CVE References

Description Tags Link

CHT Security Red Team Discovered Several Vulnerabilities in Well-Known =|MISC

Domestic Learning System | FEZLZERE CHT Security Co., Ltd. www.chtsecurity.com/news/ba7b3ae7-
14f2.4070-h2fR-4A07ARN7A20R
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https://cve.report/CVE-2021-35966/mitre
https://cve.report/CVE-2021-35966/nist
https://cve.report/CVE-2021-35966/cve_org
https://cve.report/CVE-2021-35966.pdf
http://cve.report/software/learningdigital/orca_hcm
http://cve.report/vendor/learningdigital
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.chtsecurity.com/news/ba7b3ae7-14f3-4970-b3f6-4d97d8c7ea25

TWCERT/CC& B R#ERE et i IZ B 0 -—FEAIAHR Orca HCM - [T &.. MISC www.twcert.org.tw/tw/cp-
URL Redirection to Untrusted Site ('‘Open Redirect') 132-4926-dc06b-1.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Learningdigital Orca Hcm All All All All

akLk kLK kKKK,

cpe:2.3:a:learningdigital:orca_hcm:*:*: "

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://www.twcert.org.tw/tw/cp-132-4926-dc06b-1.html
mailto:%20comment@cve.report
http://cve.report/vendor/learningdigital
http://cve.report/software/learningdigital/orca_hcm
https://twitter.com/i/web/status/1417091487339356163
https://www.reddit.com/r/netcve/comments/ond8xj/cve202135966/
https://cve.report/CVE-2021-35965
https://cve.report/CVE-2021-35967
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-35966
	CVSS3 Score: 6.1 - MEDIUM
	CVSS2 Score: 5.8 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)
	Social Mentions



