CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2021-35978

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-35978

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2021-12-10 13:15:00 UTC

2021-12-14 17:00:00 UTC

An issue was discovered in Digi TransPort DR64, SR44 VC74, and WR. The ZING protocol allows arbitrary remote comma
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Operating System

Vendor Product Version Update Edition Language
Digi Transport Dr64 - All All All
Digi Transport Dr64 Firmware All All All All
Digi Transport Sr44 - All All All
Digi Transport Sr44 Firmware All All All All
Digi Transport Vc74 - All All All
Digi Transport Vc74 Firmware All All All All
Digi Transport Wr11 - All All All
Digi Transport Wr11 Firmware All All All All
Digi Transport Wr11 Xt - All All All
Digi Transport Wr11 Xt Firmware All All All All
Digi Transport Wr21 - All All All
Digi Transport Wr21 Firmware All All All All
Digi Transport Wr31 - All All All
Digi Transport Wr31 Firmware All All All All
Digi Transport Wr41 - All All All
Digi Transport Wr41 Firmware All All All All
Digi Transport Wr41 Firmware All All All All
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Operating System Digi Transport Wr41 Firmware All All All All

Hardware Digi Transport Wr44 v2 All All All

Operating System Digi Transport Wr44 Firmware All All All All

Reference Source Link Tags
Industrial 10T (lloT) Devices and Services for M2M Networking | Digi International  MISC digi.com
raw.githubusercontent.com/reidmefirst/vuln-disclosure/main/2021-04.txt MISC raw.githubusercontent.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, anal
« el

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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