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Summary

CVE CVE-2021-3599

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-12 22:15:00 UTC

Updated 2021-11-24 20:01:00 UTC

Description A potential vulnerability in the SMI callback function used to access flash device in some ThinkPad models may allow an attacker with local access and elevated privileges to execute arbitrary code.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Ideapad S940-14iwl - All All All

Operating System Lenovo Ideapad S940-14iwl Firmware All All All All

Hardware Lenovo Ideapad Yoga S940-14iwl - All All All

Operating System Lenovo Ideapad Yoga S940-14iwl Firmware All All All All

Hardware Lenovo Thinkpad 10 - All All All

Operating System Lenovo Thinkpad 10 Firmware All All All All

Hardware Lenovo Thinkpad 11e 3rd Gen - All All All

Operating System Lenovo Thinkpad 11e 3rd Gen Firmware All All All All

Hardware Lenovo Thinkpad 11e 4th Gen - All All All

Operating System Lenovo Thinkpad 11e 4th Gen Firmware All All All All

Hardware Lenovo Thinkpad 11e Yoga Gen 6 - All All All

Operating System Lenovo Thinkpad 11e Yoga Gen 6 Firmware All All All All

Hardware Lenovo Thinkpad 13 Gen 2 - All All All

Operating System Lenovo Thinkpad 13 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad 25 - All All All

Operating System Lenovo Thinkpad 25 Firmware All All All All

Hardware Lenovo Thinkpad E14 - All All All
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Hardware Lenovo Thinkpad E14 - All All All

Operating System Lenovo Thinkpad E14 Firmware All All All All

Hardware Lenovo Thinkpad E14 Gen 2 - All All All

Operating System Lenovo Thinkpad E14 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad E14 Gen 3 - All All All

Operating System Lenovo Thinkpad E14 Gen 3 Firmware All All All All

Hardware Lenovo Thinkpad E15 - All All All

Operating System Lenovo Thinkpad E15 Firmware All All All All

Hardware Lenovo Thinkpad E15 Gen 2 - All All All

Operating System Lenovo Thinkpad E15 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad E15 Gen 3 - All All All

Operating System Lenovo Thinkpad E15 Gen 3 Firmware All All All All

Hardware Lenovo Thinkpad E470 - All All All

Operating System Lenovo Thinkpad E470 Firmware All All All All

Hardware Lenovo Thinkpad E480 - All All All

Operating System Lenovo Thinkpad E480 Firmware All All All All

Hardware Lenovo Thinkpad E490 - All All All

Operating System Lenovo Thinkpad E490 Firmware All All All All

Hardware Lenovo Thinkpad E570 - All All All

Operating System Lenovo Thinkpad E570 Firmware All All All All

Hardware Lenovo Thinkpad E580 - All All All

Operating System Lenovo Thinkpad E580 Firmware All All All All

Hardware Lenovo Thinkpad E590 - All All All

Operating System Lenovo Thinkpad E590 Firmware All All All All

Hardware Lenovo Thinkpad Helix - All All All

Operating System Lenovo Thinkpad Helix Firmware All All All All

Hardware Lenovo Thinkpad L13 - All All All

Operating System Lenovo Thinkpad L13 Firmware All All All All

Hardware Lenovo Thinkpad L13 Gen 2 - All All All

Operating System Lenovo Thinkpad L13 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad L13 Yoga - All All All

Operating System Lenovo Thinkpad L13 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L13 Yoga Gen 2 - All All All

Operating System Lenovo Thinkpad L13 Yoga Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad L14 - All All All

Operating System Lenovo Thinkpad L14 Firmware All All All All
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Hardware Lenovo Thinkpad L15 - All All All

Operating System Lenovo Thinkpad L15 Firmware All All All All

Hardware Lenovo Thinkpad L15 Gen 2 - All All All

Operating System Lenovo Thinkpad L15 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad L380 - All All All

Operating System Lenovo Thinkpad L380 Firmware All All All All

Hardware Lenovo Thinkpad L380 Yoga - All All All

Operating System Lenovo Thinkpad L380 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L390 - All All All

Operating System Lenovo Thinkpad L390 Firmware All All All All

Hardware Lenovo Thinkpad L390 Yoga - All All All

Operating System Lenovo Thinkpad L390 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L460 - All All All

Operating System Lenovo Thinkpad L460 Firmware All All All All

Hardware Lenovo Thinkpad L470 - All All All

Operating System Lenovo Thinkpad L470 Firmware All All All All

Hardware Lenovo Thinkpad L480 - All All All

Operating System Lenovo Thinkpad L480 Firmware All All All All

Hardware Lenovo Thinkpad L490 - All All All

Operating System Lenovo Thinkpad L490 Firmware All All All All

Hardware Lenovo Thinkpad L560 - All All All

Operating System Lenovo Thinkpad L560 Firmware All All All All

Hardware Lenovo Thinkpad L570 - All All All

Operating System Lenovo Thinkpad L570 Firmware All All All All

Hardware Lenovo Thinkpad L580 - All All All

Operating System Lenovo Thinkpad L580 Firmware All All All All

Hardware Lenovo Thinkpad L590 - All All All

Operating System Lenovo Thinkpad L590 Firmware All All All All

Hardware Lenovo Thinkpad P1 - All All All

Hardware Lenovo Thinkpad P14s Gen 1 - All All All

Operating System Lenovo Thinkpad P14s Gen 1 Firmware All All All All

Hardware Lenovo Thinkpad P14s Gen 2 - All All All

Operating System Lenovo Thinkpad P14s Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad P15s Gen 1 - All All All

Operating System Lenovo Thinkpad P15s Gen 1 Firmware All All All All

Hardware Lenovo Thinkpad P15s Gen 2 - All All All
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Hardware Lenovo Thinkpad P15s Gen 2 - All All All

Operating System Lenovo Thinkpad P15s Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad P15v Gen 1 - All All All

Operating System Lenovo Thinkpad P15v Gen 1 Firmware All All All All

Hardware Lenovo Thinkpad P15 Gen 1 - All All All

Operating System Lenovo Thinkpad P15 Gen 1 Firmware All All All All

Hardware Lenovo Thinkpad P17 Gen 1 - All All All

Operating System Lenovo Thinkpad P17 Gen 1 Firmware All All All All

Operating System Lenovo Thinkpad P1 Firmware All All All All

Hardware Lenovo Thinkpad P1 Gen 2 - All All All

Operating System Lenovo Thinkpad P1 Gen 2 Firmware All All All All

Hardware Lenovo Thinkpad P1 Gen 3 - All All All

Operating System Lenovo Thinkpad P1 Gen 3 Firmware All All All All

Hardware Lenovo Thinkpad P43s - All All All

Operating System Lenovo Thinkpad P43s Firmware All All All All

Hardware Lenovo Thinkpad P50 - All All All

Hardware Lenovo Thinkpad P50s - All All All

Operating System Lenovo Thinkpad P50s Firmware All All All All

Operating System Lenovo Thinkpad P50 Firmware All All All All

Hardware Lenovo Thinkpad P51 - All All All

Hardware Lenovo Thinkpad P51s - All All All

Operating System Lenovo Thinkpad P51s Firmware All All All All

Operating System Lenovo Thinkpad P51 Firmware All All All All

Hardware Lenovo Thinkpad P52 - All All All

Hardware Lenovo Thinkpad P52s - All All All

Operating System Lenovo Thinkpad P52s Firmware All All All All

Operating System Lenovo Thinkpad P52 Firmware All All All All

Hardware Lenovo Thinkpad P53 - All All All

Hardware Lenovo Thinkpad P53s - All All All

Operating System Lenovo Thinkpad P53s Firmware All All All All

Operating System Lenovo Thinkpad P53 Firmware All All All All

Hardware Lenovo Thinkpad P70 - All All All

Operating System Lenovo Thinkpad P70 Firmware All All All All

Hardware Lenovo Thinkpad P71 - All All All

Operating System Lenovo Thinkpad P71 Firmware All All All All

Hardware Lenovo Thinkpad P72 - All All All
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Operating System Lenovo Thinkpad P72 Firmware All All All All
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Operating System Lenovo Thinkpad P73 Firmware All All All All

Hardware Lenovo Thinkpad S2 Gen 6 - All All All

Operating System Lenovo Thinkpad S2 Gen 6 Firmware All All All All
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