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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-36090
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-13 08:15:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description When reading a specially crafted ZIP archive, Compress can be made to allocate large amounts of memory that finally lead

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Langua
Application Apache Commons Compress All All All All
Application Apache Commons Compress All All All All
Application Apache  Dirill All All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Oncommand Insight - All All All
Application Oracle  Banking Apis 19.1 All All All
Application Oracle  Banking Apis 19.2 All All All
Application Oracle  Banking Apis 20.1 All All All
Application Oracle  Banking Apis 211 All All All
Application Oracle  Banking Apis All All All All
Application Oracle  Banking Digital Experience 19.1 All All All
Application Oracle  Banking Digital Experience 19.2 All All All
Application Oracle  Banking Digital Experience 20.1 All All All
Application Oracle  Banking Digital Experience 211 All All All
Application Oracle  Banking Digital Experience All All All All


https://cve.report/
https://cve.report/CVE-2021-36090/mitre
https://cve.report/CVE-2021-36090/nist
https://cve.report/CVE-2021-36090/cve_org
https://cve.report/CVE-2021-36090.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/commons_compress
http://cve.report/vendor/apache
http://cve.report/software/apache/commons_compress
http://cve.report/vendor/apache
http://cve.report/software/apache/drill
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_insight
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_apis
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_apis
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_apis
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_apis
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_apis
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Banking Enterprise Default Management

Banking Party Management
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References

Reference

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[poi-dev] 20210923 Re: [VOTE] Apache POI 5.1.0 release (RC1)

[skywalking-notifications] 20210802 [skywalking] 01/01: Fix CVE-2021-35515, CVE-2021-35516, CVE-2021-35517, CVE-2021-36090

[drill-dev] 20210804 [GitHub] [drill] luocooong opened a new pull request #2285: Bump commons-compress from 1.20 to 1.21 for CVE-2021-3

[pulsar-commits] 20210716 [GitHub] [pulsar] Ihotari opened a new pull request #11345: [Security] Upgrade commons-compress to 1.21
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Pony Mail!

[skywalking-notifications] 20210803 [GitHub] [skywalking] codecov[bot] edited a comment on pull request #7400: Fix CVE-2021-35515, CVE-Z
Pony Mail!

Oracle Critical Patch Update Advisory - April 2022

Pony Mail!

Pony Mail!

Pony Mail!

[skywalking-notifications] 20210802 [GitHub] [skywalking] wu-sheng opened a new pull request #7400: Fix CVE-2021-35515, CVE-2021-3551
oss-security - CVE-2021-36374: Apache Ant ZIP, and ZIP based, archive denial of service vulerability

Pony Mail!

July 2021 Apache Commons Compress Vulnerabilities in NetApp Products | NetApp Product Security

[drill-dev] 20210805 [GitHub] [drill] luocooong merged pull request #2285: DRILL-7981: Bump commons-compress from 1.20 to 1.21 for CVE-!
Pony Mail!

[skywalking-notifications] 20210803 [GitHub] [skywalking] hanahmily merged pull request #7400: Fix CVE-2021-35515, CVE-2021-35516, CVI
Pony Mail!

Oracle Critical Patch Update Advisory - October 2021

[skywalking-notifications] 20210803 [skywalking] branch master updated: Fix CVE-2021-35515, CVE-2021-35516, CVE-2021-35517, CVE-20:.
Pony Mail!

[skywalking-notifications] 20210802 [GitHub] [skywalking] codecov[bot] commented on pull request #7400: Fix CVE-2021-35515, CVE-2021-3
Oracle Critical Patch Update Advisory - January 2022

[drill-issues] 20210803 [jira] [Created] (DRILL-7981) Bump commons-compress from 1.20 to 1.21 for CVE-2021-36090

[druid-commits] 20210726 [GitHub] [druid] suneet-s opened a new pull request #11496: Address CVE-2021-35515 CVE-2021-36090
[skywalking-notifications] 20210802 [GitHub] [skywalking] codecov[bot] edited a comment on pull request #7400: Fix CVE-2021-35515, CVE-Z
oss-security - CVE-2021-36090: Apache Commons Compress 1.0 to 1.20 denial of service vulnerability

[drill-dev] 20210803 [jira] [Created] (DRILL-7981) Bump commons-compress from 1.20 to 1.21 for CVE-2021-36090

[drill-dev] 20210804 [GitHub] [drill] luocooong merged pull request #2285: DRILL-7981: Bump commons-compress from 1.20 to 1.21 for CVE-!
Pony Mail!

[drill-commits] 20210804 [drill] branch master updated: Bump commons-compress from 1.20 to 1.21 for CVE-2021-36090

Pony Mail!

Pony Mail!

Commons Compress — Commons Compress Security Reports

Pony Mail!

[announce] 20210713 CVE-2021-36090: Apache Commons Compress 1.0 to 1.20 denial of service vulnerability

[druid-commits] 20210726 [druid] branch master updated: Address CVE-2021-35515 CVE-2021-36090 (#11496)

[tomcat-dev] 20210811 [GitHub] [tomcat-jakartaee-migration] ebourg commented on issue #23: Vulnerability with Apache Commons Compres

[announce] 20210713 CVE-2021-36374: Apache Ant ZIP, and ZIP based, archive denial of service vulerability
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https://lists.apache.org/thread.html/r0e87177f8e78b4ee453cd4d3d8f4ddec6f10d2c27707dd71e12cafc9%2540%253Cannounce.apache.org%253E

Pony Mail!

[drill-issues] 20210804 [jira] [Commented] (DRILL-7981) Bump commons-compress from 1.20 to 1.21 for CVE-2021-36090
Pony Mail!

Pony Mail!

[lames-notifications] 20210714 [GitHub] [james-project] chibenwa opened a new pull request #537: [UPGRADE] Security upgrade: common-ct
[ant-user] 20210713 CVE-2021-36374: Apache Ant ZIP, and ZIP based, archive denial of service vulerability

Pony Mail!

Oracle Critical Patch Update Advisory - July 2022

Pony Mail!

Pony Mail!

[druid-commits] 20210726 [GitHub] [druid] suneet-s merged pull request #11496: Address CVE-2021-35515 CVE-2021-36090
Pony Mail!

[drill-issues] 20210805 [jira] [Commented] (DRILL-7981) Bump commons-compress from 1.20 to 1.21 for CVE-2021-36090
CVE Program record
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Vendor Comments And Credit

Discovery Credit
LEGACY: This issue was discovered by OSS Fuzz.

Legacy QID Mappings

150676 Oracle WebLogic Server Multiple Vulnerabilities (APR-2023)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)
375970 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUOCT2021)
376263 IBM MQ Multiple Vulnerabilities (6527792)

376367 Oracle Essbase Administration Services Security Update (CPUJAN2022)

750923 OpenSUSE Security Update for apache-commons-compress (openSUSE-SU-2021:2612-1)
750938 OpenSUSE Security Update for apache-commons-compress (openSUSE-SU-2021:1115-1)

980268 Java (maven) Security Update for org.apache.commons:commons-compress (GHSA-mc84-pj99-g6hh)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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