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Summary

CVE CVE-2021-3614

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-16 21:15:00 UTC

Updated 2021-07-30 12:56:00 UTC

Description A vulnerability was reported on some Lenovo Notebook systems that could allow an attacker with physical access to elevate privileges under certain conditions during a BIOS update performed by Lenovo Vantage.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo 100e 2nd Gen - All All All

Operating System Lenovo 100e 2nd Gen Firmware - All All All

Hardware Lenovo 300e 2nd Gen - All All All

Operating System Lenovo 300e 2nd Gen Firmware - All All All

Hardware Lenovo Ideapad 1-11ada05 - All All All

Operating System Lenovo Ideapad 1-11ada05 Firmware fqcn19ww All All All

Hardware Lenovo Ideapad 1-11igl05 - All All All

Operating System Lenovo Ideapad 1-11igl05 Firmware - All All All

Hardware Lenovo Ideapad 1-14ada05 - All All All

Operating System Lenovo Ideapad 1-14ada05 Firmware fqcn19ww All All All

Hardware Lenovo Ideapad 1-14igl05 - All All All

Operating System Lenovo Ideapad 1-14igl05 Firmware - All All All

Hardware Lenovo Ideapad 730-13iml - All All All

Operating System Lenovo Ideapad 730-13iml Firmware - All All All

Hardware Lenovo Ideapad Flex 5-14alc05 - All All All

Operating System Lenovo Ideapad Flex 5-14alc05 Firmware - All All All

Hardware Lenovo Ideapad Flex 5-15alc05 - All All All
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Hardware Lenovo Ideapad Flex 5-15alc05 - All All All

Operating System Lenovo Ideapad Flex 5-15alc05 Firmware - All All All

Hardware Lenovo Ideapad S940-14iil - All All All

Operating System Lenovo Ideapad S940-14iil Firmware - All All All

Hardware Lenovo Ideapad S940-14iwl - All All All

Operating System Lenovo Ideapad S940-14iwl Firmware - All All All

Hardware Lenovo Ideapad Slim 1-11ast-05 - All All All

Operating System Lenovo Ideapad Slim 1-11ast-05 Firmware - All All All

Hardware Lenovo Ideapad Slim 1-14ast-05 - All All All

Operating System Lenovo Ideapad Slim 1-14ast-05 Firmware - All All All

Hardware Lenovo Ideapad Yoga C940-15irh - All All All

Operating System Lenovo Ideapad Yoga C940-15irh Firmware - All All All

Hardware Lenovo Ideapad Yoga S730-13iml - All All All

Operating System Lenovo Ideapad Yoga S730-13iml Firmware - All All All

Hardware Lenovo Ideapad Yoga S940-14iil - All All All

Operating System Lenovo Ideapad Yoga S940-14iil Firmware - All All All

Hardware Lenovo Ideapad Yoga S940-14iwl - All All All

Operating System Lenovo Ideapad Yoga S940-14iwl Firmware - All All All

Hardware Lenovo V130-15igm - All All All

Operating System Lenovo V130-15igm Firmware - All All All

Hardware Lenovo V130-15ikb - All All All

Operating System Lenovo V130-15ikb Firmware - All All All

Hardware Lenovo V330-15ikb - All All All

Operating System Lenovo V330-15ikb Firmware - All All All

Hardware Lenovo V330-15isk - All All All

Operating System Lenovo V330-15isk Firmware - All All All

References

Reference Source Link Tags

Lenovo BIOS Vulnerabilities (July 2021) - Lenovo Support US MISC support.lenovo.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo thanks Tim Boyd, NCC Group for reporting this issue.
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There are currently no legacy QID mappings associated with this CVE.
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