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Summary

CVE CVE-2021-36158

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-05 23:15:00 UTC

Updated 2021-07-08 18:01:00 UTC

Description In the xrdp package (in branches through 3.14) for Alpine Linux, RDP sessions are vulnerable to man-in-the-middle attacks because pre-generated RSA certificates and private keys are used.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alpinelinux Aports All All All All

References

Reference Source Link Tags

xrdp contains default keys generated at build-time (#12811) · Issues · alpine / aports · GitLab MISC gitlab.alpinelinux.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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