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CVE CVE-2021-36159
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-03 14:15:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description libfetch before 2021-07-26, as used in apk-tools, xbps, and other products, mishandles numeric strings for the FTP and HT
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freebsd Libfetch All All All All

Reference Source Link

Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
[kafka-dev] 20210901 Re: [EXTERNAL] Re: Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image lists.apache.org
Pony Mail! MLIST lists.apache.org
[kafka-users] 20210901 Re: [EXTERNAL] Re: Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image lists.apache.org
libfetch information leak or crash (#10749) - Issues - alpine / apk-tools - GitLab MISC gitlab.alpinelinux..
Pony Mail! MLIST lists.apache.org
History for lib/libfetch - freebsd/freebsd-src - GitHub MISC github.com
[kafka-users] 20210831 Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image lists.apache.org
[kafka-dev] 20210831 Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image lists.apache.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2021-36159/mitre
https://cve.report/CVE-2021-36159/nist
https://cve.report/CVE-2021-36159/cve_org
https://cve.report/CVE-2021-36159.pdf
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/libfetch
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc@%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/rbf4ce74b0d1fa9810dec50ba3ace0caeea677af7c27a97111c06ccb7@%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/rbf4ce74b0d1fa9810dec50ba3ace0caeea677af7c27a97111c06ccb7%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rbf4ce74b0d1fa9810dec50ba3ace0caeea677af7c27a97111c06ccb7%2540%253Cusers.kafka.apache.org%253E
https://gitlab.alpinelinux.org/alpine/apk-tools/-/issues/10749
https://lists.apache.org/thread.html/rbf4ce74b0d1fa9810dec50ba3ace0caeea677af7c27a97111c06ccb7@%253Cdev.kafka.apache.org%253E
https://github.com/freebsd/freebsd-src/commits/main/lib/libfetch
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc%2540%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc%2540%253Cdev.kafka.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2021-36159
https://nvd.nist.gov/vuln/detail/CVE-2021-36159

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500028 Alpine Linux Security Update for apk-tools
501355 Alpine Linux Security Update for apk-tools

503861 Alpine Linux Security Update for apk-tools

690052 Free Berkeley Software Distribution (FreeBSD) Security Update for FreeBSD (d22b336d-0567-11ec-b69d-4062311215d5)
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