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CVE Program / NVD first with legacy fallback

2021-08-17 17:15:00 UTC

2021-08-30 18:31:00 UTC

A vulnerability was reported in Lenovo Smart Camera X3, X5, and C2E that could allow an unauthorized user to view devic:

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Vendor

Lenovo

Lenovo

Lenovo

Lenovo

Lenovo

Lenovo

Product

Smart Camera C2e

Smart Camera C2e Firmware

Smart Camera X3

Smart Camera X3 Firmware

Smart Camera X5

Smart Camera X5 Firmware

Version Update Edition Language

- All All All
All All All All
- All All All
All All All All
- All All All
All All All All

References
Reference Source
www.cnvd.org.cn/flaw/show/CNVD-2020-68651 MISC
BAA8 0 E (Lenovo China)BxA84NiR MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Vendor Comments And Credit

Link Tags
www.cnvd.org.cn

iknow.lenovo.com.cn

Www.cve.org canonical

nvd.nist.gov canonical, analysis

Discovery Credit

LEGACY: Lenovo thanks Charles Jiang and Xingcan Chen from Lenovo Global Security Lab
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https://cve.report/
https://cve.report/CVE-2021-3616/mitre
https://cve.report/CVE-2021-3616/nist
https://cve.report/CVE-2021-3616/cve_org
https://cve.report/api/cve/CVE-2021-3616.json
https://cve.report/CVE-2021-3616.pdf
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_c2e
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_c2e_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_x3
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_x3_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_x5
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/smart_camera_x5_firmware
https://www.cnvd.org.cn/flaw/show/CNVD-2020-68651
https://iknow.lenovo.com.cn/detail/dc_198417.html
https://www.cve.org/CVERecord?id=CVE-2021-3616
https://nvd.nist.gov/vuln/detail/CVE-2021-3616
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There are currently no legacy QID mappings associated with this CVE.
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