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Summary

CVE CVE-2021-36165

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-28 10:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description RICON Industrial Cellular Router S9922L 16.10.3(3794) is affected by cleartext storage of sensitive information and sends username and password as base64.

Risk And Classification

Problem Types: CWE-312 | CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Riconmobile S9922l 1.0 All All All

Operating System Riconmobile S9922l Firmware 16.10.3\(3794\) All All All

References

Reference Source Link Tags

RICON Industrial Cellular Router Cleartext Credentials - Yunus Şahin - Medium MISC yunus-shn.medium.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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