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CVE CVE-2021-3619
State PUBLIC
Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-22 19:15:00 UTC
Updated 2021-08-02 18:47:00 UTC
Description Rapid7 Velociraptor 0.5.9 and prior is vulnerable to a post-authentication persistent cross-site scripting (XSS) issue, where

/ ]

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rapid7 Velociraptor All All All All

Reference Source Link Tags
Force mime for notebooks (#1117) by scudette - Pull Request #1118 - Velocidex/velociraptor - GitHub ~ MISC github.com

Release Release 0.6.0 - Velocidex/velociraptor - GitHub CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canonice
NVD vulnerability detail NVD nvd.nist.gov  canonice

Vendor Comments And Credit

Discovery Credit

LEGACY: Mike Cohen of Rapid7 discovered and fixed this vulnerability as part of routine
software maintenance.

There are currently no legacy QID mappings associated with this CVE.
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