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CVE CVE-2021-36200
State PUBLIC
Assigner productsecurity@jci.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-22 15:15:00 UTC
Updated 2022-07-29 19:10:00 UTC
Description Under certain circumstances an unauthenticated user could access the the web API for Metasys ADS/ADX/OAS 10 versior

/ |

1|

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application  Johnsoncontrols Metasys Application And Data Server All All All All

Application Johnsoncontrols Metasys Extended Application And Data Server All All All All

Application Johnsoncontrols Metasys Open Application Server All All All All
References |

Reference Source Link Tags

Johnson Controls Metasys ADS, ADX, OAS | CISA CERT WWW.Cisa.gov

Product Security Advisories CONFIRM www.johnsoncontrols.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit |

Discovery Credit

LEGACY: Alessandro Bosco, Luca Di Giuseppe, Stefano Scipioni, and Massimiliano Brolli of
TIM Security Red Team Research

There are currently no legacy QID mappings associated with this CVE.
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