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A flaw was found in SSSD, where the sssctl command was vulnerable to shell command injection via the logs-fetch and cac
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 34 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 8.0 All All All
Redhat Enterprise Linux Eus 8.1 All All All
Redhat Enterprise Linux Eus 8.2 All All All
Redhat Enterprise Linux Server Aus 8.2 All All All
Redhat Enterprise Linux Server Aus 8.4 All All All
Redhat Enterprise Linux Server Tus 8.2 All All All
Redhat Enterprise Linux Server Tus 8.4 All All All
Redhat Virtualization 4.0 All All All
Redhat Virtualization Host 4.0 All All All
Sssd Sssd 2.6.0 All All All
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1975142 — (CVE-2021-3621) CVE-2021-3621 sssd: shell command injection in sssctl  MISC bugzilla.redhat.com

SSSD 2.6.0 Release Notes - sssd.io MISC sssd.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159353 Oracle Enterprise Linux Security Update for sssd (ELSA-2021-3151)
159376 Oracle Enterprise Linux Security Update for sssd (ELSA-2021-3336)
178796 Debian Security Update for sssd (DLA 2758-1)

181811 Debian Security Update for sssd (DLA 3436-1)

184041 Debian Security Update for sssd (CVE-2021-3621)

198490 Ubuntu Security Notification for SSSD Vulnerabilities (USN-5067-1)
239565 Red Hat Update for sssd (RHSA-2021:3151)

239567 Red Hat Update for sssd (RHSA-2021:3178)

239597 Red Hat Update for sssd (RHSA-2021:3365)

239601 Red Hat Update for sssd (RHSA-2021:3336)

257111 CentOS Security Update for sssd (CESA-2021:3336)

281817 Fedora Security Update for sssd (FEDORA-2021-140967fe27)
281853 Fedora Security Update for sssd (FEDORA-2021-806b2ef8a1)
352845 Amazon Linux Security Advisory for sssd: ALAS-2021-1542

352852 Amazon Linux Security Advisory for sssd: ALAS2-2021-1715
354866 Amazon Linux Security Advisory for sssd : ALAS-2023-1723
377010 Alibaba Cloud Linux Security Update for sssd (ALINUX2-SA-2021:0054)
377149 Alibaba Cloud Linux Security Update for sssd (ALINUX3-SA-2021:0063)
670822 EulerOS Security Update for sssd (EulerOS-SA-2021-2724)

670839 EulerOS Security Update for sssd (EulerOS-SA-2021-2699)

670966 EulerOS Security Update for sssd (EulerOS-SA-2021-2646)

670969 EulerOS Security Update for sssd (EulerOS-SA-2021-2675)
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751057 SUSE Enterprise Linux Security Update for sssd (SUSE-SU-2021:2873-1)
751097 OpenSUSE Security Update for sssd (openSUSE-SU-2021:2941-1)
751870 SUSE Enterprise Linux Security Update for sssd (SUSE-SU-2022:0826-1)
752049 SUSE Enterprise Linux Security Update for sssd (SUSE-SU-2022:1258-1)
752458 SUSE Enterprise Linux Security Update for sssd (SUSE-SU-2022:2763-1)
940176 AlmaLinux Security Update for sssd (ALSA-2021:3151)

960027 Rocky Linux Security Update for sssd (RLSA-2021:3151)
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