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CVE-2021-36224

Source: Mitre Source: NIST CVE.ORG Print: PDF %)
essanmnncernusucray — Gertain versions of My Cloud Os from Westerndigital contain the
' following vulnerability:

Western Digital My Cloud devices before OS5 have a nobody account
with a blank password.

CVE-2021-36224 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link

PoC/weekend_destroyer.md ) MIsC

at master - pedrib/PoC - github.com/pedrib/PoC/blob/master/advisories/Pwn20wn/Tokyo_2020/weekend_destroy
GitHub

Another 0-Day Looms for «i» MISC krebsonsecurity.com/2021/07/another-0-day-looms-for-many-western-digital-us
Many Western Digital Users
— Krebs on Security

Exploiting (and Patching) a o MISC www.youtube.com/watch?v=vsg9YgvGBec
Zero Day RCE Vulnerability

in a Western Digital NAS -

YouTube

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/CVE-2021-36224/nist
https://cve.report/CVE-2021-36224/cve_org
https://cve.report/CVE-2021-36224.pdf
http://cve.report/software/westerndigital/my_cloud_os
http://cve.report/vendor/westerndigital
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/pedrib/PoC/blob/master/advisories/Pwn2Own/Tokyo_2020/weekend_destroyer/weekend_destroyer.md
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https://www.youtube.com/watch?v=vsg9YgvGBec
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Westerndigital My Cloud Os All All All All
System
Hardware = 4 Westerndigital My Cloud Pr4100 - All All All
cpe:2.3:0:westerndigital:my_cloud_os:*:*:*:*:*:*:*:*:
cpe:2.3:h:westerndigital:my_cloud_pr4100:-:*:*:***:*:*:
No vendor comments have been submitted for this CVE
Social Mentions
Source Title Posted (UTC)
@CVEreport CVE-2021-36224 : Western Digital My Cloud devices before OS5 have a nobody account with a 2023-02-06
blank password.... cve.report/CVE-2021-36224 14:03:28
@Robo_Alerts Potentially Critical CVE Detected! CVE-2021-36224 Western Digital My Cloud devices before OS5 2023-02-06
have a nobody account... twitter.com/i/web/status/1... 14:55:55
New vulnerability on the NVD: CVE-2021-36224 ift.tt/BjV3XIm 2023-02-06
@JohnJasonFallow 15:16:43
@doogsineerg New vulnerability on the NVD: CVE-2021-36224 ift.tt/RUMmvh0O 2023-02-06
15:33:51
@xanadulinux CVE-2021-36224 ift.it/iUSH6ch 2023-02-06
15:53:12
@threatmeter CVE-2021-36224 | Western Digital My Cloud prior OS5 hard-coded password A vulnerability, 2023-02-06
which was classified as cr... twitter.com/i/web/status/1... 16:51:26
Western Digital My Cloud devices default account | CVE-2021-36224 - 2023-02-09
@RedPacketSec redpacketsecurity.com/western-digita... #CVE #Vulnerability #0SINT #ThreatIntel #Cyber 10:01:52
@leak_ix Search for Wester Digital devices All : leakix.net/search?scope=s... Candidates for CVE-2021- 2023-02-13
36224 ... twitter.com/i/web/status/1... 14:27:23
@ /rinetcve CVE-2021-36224 2023-02-06
15:38:46
« Previous ID Next ID—
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