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Summary

CVE CVE-2021-3624

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-18 17:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description There is an integer overflow vulnerability in dcraw. When the victim runs dcraw with a maliciously crafted X3F input image, arbitrary code may be executed in the victim's system.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dcraw Project Dcraw 9.28-2 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link

#984761 - dcraw: CVE-2021-3624: buffer-overflow caused by integer-overflow in foveon_load_camf() - Debian Bug report logs MISC bugs.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184574 Debian Security Update for dcraw (CVE-2021-3624)

752153 SUSE Enterprise Linux Security Update for dcraw (SUSE-SU-2022:1749-1)
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