CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2021-36260

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-36260

PUBLIC

hsrc@hikvision.com

CVE Program / NVD first with legacy fallback

2021-09-22 13:15:00 UTC

2022-10-27 21:18:00 UTC

A command injection vulnerability in the web server of some Hikvision product. Due to the insufficient input validation, attac

Risk And Classification

EPSS: 0.944360000 probability, percentile 0.999860000 (date 2026-04-02)
CISA KEV: Listed on 2022-01-10; due 2022-01-24; ransomware use Unknown
Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Hikvision

Security cameras web server
Hikvision Improper Input Validation
Apply updates per vendor instructions.

https://nvd.nist.gov/vuln/detail/CVE-2021-36260

NVD Known Affected Configurations (CPE 2.3)
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Product Version Update Edition Language
Ds-2cd2021g1-iw - All All All
Ds-2cd2021g1-iw Firmware - All All All
Ds-2¢d2023g2-iu - All All All
Ds-2cd2023g2-iu Firmware - All All All
Ds-2cd2026g2-iu/sl - All All All
Ds-2cd2026g2-iu/sl Firmware - All All All
Ds-2cd2027g2-lu/sl - All All All
Ds-2cd2027a2-lu/sl Firmware - All All All
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Hikvision Web Server Build 210702 Command Injection =~ Packet Storm MISC packetstorm:

Security Notification - Command Injection Vulnerability in Some Hikvision products | Security Advisory | Hikvision ~ MISC www. hikvisic

www.cyfirma.com/wp-content/uploads/2022/08/HikvisionSurveillanceCamerasVulner... MISC www.cyfirma

Experts warn of widespread exploitation involving Hikvision cameras - The Record by Recorded Future MISC therecord.me

Hikvision IP Camera Unauthenticated Command Injection ~ Packet Storm MISC packetstorm:

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA WWw.cisa.go
] e

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

731229 Hikvision IP camera/NVR firmware Unauthenticated Remote Code Execution (RCE) Vulnerability
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