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/

CVE-2021-36283

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-36283

PUBLIC

secure@dell.com

CVE Program / NVD first with legacy fallback
2021-09-28 20:15:00 UTC

2021-10-04 14:37:00 UTC

Dell BIOS contains an improper input validation vulnerability. A local authenticated malicious user may potentially exploit thi

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor  Product Version Update Edition Language
Dell Chengming 3990 - All All All
Dell Chengming 3990 Firmware All All All All
Dell Chengming 3991 - All All All
Dell Chengming 3991 Firmware All All All All
Dell G3 15 3500 - All All All
Dell G3 15 3500 Firmware All All All All
Dell G3 153590 - All All All
Dell G3 15 3590 Firmware All All All All
Dell G3 15 5500 - All All All
Dell G3 15 5500 Firmware All All All All
Dell Inspiron 3493 - All All All
Dell Inspiron 3493 Firmware All All All All
Dell Inspiron 3501 - All All All
Dell Inspiron 3501 Firmware All All All All
Dell Inspiron 3593 - All All All
Dell Inspiron 3593 Firmware All All All All

Dell Inspiron 3793 - All All All


https://cve.report/
https://cve.report/CVE-2021-36283/mitre
https://cve.report/CVE-2021-36283/nist
https://cve.report/CVE-2021-36283/cve_org
https://cve.report/CVE-2021-36283.pdf
http://cve.report/vendor/dell
http://cve.report/software/dell/chengming_3990
http://cve.report/vendor/dell
http://cve.report/software/dell/chengming_3990_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/chengming_3991
http://cve.report/vendor/dell
http://cve.report/software/dell/chengming_3991_firmware
http://cve.report/vendor/dell
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http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5400_2-in-1_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5490
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5490_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5493
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5493_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5498
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5498_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5590
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5590_firmware
http://cve.report/vendor/dell
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http://cve.report/software/dell/inspiron_5598
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_5598_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7391_2-in-1
http://cve.report/vendor/dell
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http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7500
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7500_2-in-1_silver
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7500_2-in-1_silver_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7500_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7501
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7501_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7590
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7590_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7591
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_7591_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_3310
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_3310_2-in-1
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_3310_2-in-1_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_3310_firmware
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http://cve.report/vendor/dell
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http://cve.report/software/dell/latitude_5401
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_5401_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_5410
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_5410_firmware
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http://cve.report/software/dell/latitude_5411
http://cve.report/vendor/dell
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http://cve.report/software/dell/latitude_5500
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http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7210_2_in_1
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7210_2_in_1_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7220ex_rugged_extreme_tablet
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7220ex_rugged_extreme_tablet_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7300
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7300_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7310
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7310_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7400
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7400_2-in-1
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7400_2-in-1_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7400_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/latitude_7410
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