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CVE CVE-2021-36318
State PUBLIC
Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-21 17:15:00 UTC
Updated 2022-11-07 18:58:00 UTC
Description Dell EMC Avamar versions 18.2,19.1,19.2,19.3,19.4 contain a plain-text password storage vulnerability. A high privileged u:

/ |

1|

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dell Emc Avamar Server 18.2 All All All
Application Dell Emc Avamar Server 19.1 All All All
Application Dell Emc Avamar Server 19.2 All All All
Application Dell Emc Avamar Server 19.3 All All All
Application Dell Emc Avamar Server 19.4 All All All
Reference Source Link Tags

Rust: Multiple Vulnerabilities (GLSA 202210-09) — Gentoo security GENTOO security.gentoo.org

Access Denied CONFIRM  www.dell.com

CVE Program record CVE.ORG WWW.Cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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730316 Dell Avamar and NetWorker Multiple Security Vulnerabilities (DSA-2021-141)
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