
CVE-2021-36343
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2021-36343

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-24 20:15:00 UTC

Updated 2022-02-04 14:53:00 UTC

Description Dell BIOS contains an improper input validation vulnerability. A local authenticated malicious user may potentially exploit this vulnerability by using an SMI to gain arbitrary code execution in SMRAM.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Alienware 13 R3 - All All All

Operating System Dell Alienware 13 R3 Firmware All All All All

Hardware Dell Alienware 15 R3 - All All All

Operating System Dell Alienware 15 R3 Firmware All All All All

Hardware Dell Alienware 15 R4 - All All All

Operating System Dell Alienware 15 R4 Firmware All All All All

Hardware Dell Alienware 17 R4 - All All All

Operating System Dell Alienware 17 R4 Firmware All All All All

Hardware Dell Alienware 17 R5 - All All All

Operating System Dell Alienware 17 R5 Firmware All All All All

Hardware Dell Alienware Area 51m R1 - All All All

Operating System Dell Alienware Area 51m R1 Firmware All All All All

Hardware Dell Alienware Area 51m R2 - All All All

Operating System Dell Alienware Area 51m R2 Firmware All All All All

Hardware Dell Alienware Aurora R11 - All All All

Operating System Dell Alienware Aurora R11 Firmware All All All All

Hardware Dell Alienware Aurora R12 - All All All
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Hardware Dell Alienware Aurora R12 - All All All

Operating System Dell Alienware Aurora R12 Firmware All All All All

Hardware Dell Alienware Aurora R8 - All All All

Operating System Dell Alienware Aurora R8 Firmware All All All All

Hardware Dell Alienware Aurora R9 - All All All

Operating System Dell Alienware Aurora R9 Firmware All All All All

Hardware Dell Alienware M15 R1 - All All All

Operating System Dell Alienware M15 R1 Firmware All All All All

Hardware Dell Alienware M15 R2 - All All All

Operating System Dell Alienware M15 R2 Firmware All All All All

Hardware Dell Alienware M15 R3 - All All All

Operating System Dell Alienware M15 R3 Firmware All All All All

Hardware Dell Alienware M15 R4 - All All All

Operating System Dell Alienware M15 R4 Firmware All All All All

Hardware Dell Alienware M17 R1 - All All All

Operating System Dell Alienware M17 R1 Firmware All All All All

Hardware Dell Alienware M17 R2 - All All All

Operating System Dell Alienware M17 R2 Firmware All All All All

Hardware Dell Alienware M17 R3 - All All All

Operating System Dell Alienware M17 R3 Firmware All All All All

Hardware Dell Alienware M17 R4 - All All All

Operating System Dell Alienware M17 R4 Firmware All All All All

Hardware Dell Alienware X15 R1 - All All All

Operating System Dell Alienware X15 R1 Firmware All All All All

Hardware Dell Alienware X17 R1 - All All All

Operating System Dell Alienware X17 R1 Firmware All All All All

Hardware Dell Chengming 3977 - All All All

Operating System Dell Chengming 3977 Firmware All All All All

Hardware Dell Chengming 3980 - All All All

Operating System Dell Chengming 3980 Firmware All All All All

Hardware Dell Chengming 3988 - All All All

Operating System Dell Chengming 3988 Firmware All All All All

Hardware Dell Chengming 3990 - All All All

Operating System Dell Chengming 3990 Firmware All All All All

Hardware Dell Chengming 3991 - All All All

Operating System Dell Chengming 3991 Firmware All All All All
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Hardware Dell Dell G15 5510 - All All All

Operating System Dell Dell G15 5510 Firmware All All All All

Hardware Dell Dell G15 5511 - All All All

Operating System Dell Dell G15 5511 Firmware All All All All

Hardware Dell Dell G3 3500 - All All All

Operating System Dell Dell G3 3500 Firmware All All All All

Hardware Dell Dell G3 3579 - All All All

Operating System Dell Dell G3 3579 Firmware All All All All

Hardware Dell Dell G3 3590 - All All All

Operating System Dell Dell G3 3590 Firmware All All All All

Hardware Dell Dell G3 3779 - All All All

Operating System Dell Dell G3 3779 Firmware All All All All

Hardware Dell Dell G5 5000 - All All All

Operating System Dell Dell G5 5000 Firmware All All All All

Hardware Dell Dell G5 5090 - All All All

Operating System Dell Dell G5 5090 Firmware All All All All

Hardware Dell Dell G5 5500 - All All All

Operating System Dell Dell G5 5500 Firmware All All All All

Hardware Dell Dell G5 5590 - All All All

Operating System Dell Dell G5 5590 Firmware All All All All

Hardware Dell Dell G7 7500 - All All All

Operating System Dell Dell G7 7500 Firmware All All All All

Hardware Dell Dell G7 7587 - All All All

Operating System Dell Dell G7 7587 Firmware All All All All

Hardware Dell Dell G7 7588 - All All All

Operating System Dell Dell G7 7588 Firmware All All All All

Hardware Dell Dell G7 7590 - All All All

Operating System Dell Dell G7 7590 Firmware All All All All

Hardware Dell Dell G7 7700 - All All All

Operating System Dell Dell G7 7700 Firmware All All All All

Hardware Dell Dell G7 7790 - All All All

Operating System Dell Dell G7 7790 Firmware All All All All

Hardware Dell Embedded Box Pc 5000 - All All All

Operating System Dell Embedded Box Pc 5000 Firmware All All All All

Hardware Dell Inspiron 13 5378 - All All All

Operating System Dell Inspiron 13 5378 Firmware All All All All
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Operating System Dell Inspiron 13 5378 Firmware All All All All

Hardware Dell Inspiron 13 5379 - All All All

Operating System Dell Inspiron 13 5379 Firmware All All All All

Hardware Dell Inspiron 13 7000 - All All All

Operating System Dell Inspiron 13 7000 Firmware All All All All

Hardware Dell Inspiron 13 7370 - All All All

Operating System Dell Inspiron 13 7370 Firmware All All All All

Hardware Dell Inspiron 13 7373 - All All All

Operating System Dell Inspiron 13 7373 Firmware All All All All

Hardware Dell Inspiron 13 7378 - All All All

Operating System Dell Inspiron 13 7378 Firmware All All All All

Hardware Dell Inspiron 14 3467 - All All All

Operating System Dell Inspiron 14 3467 Firmware All All All All

Hardware Dell Inspiron 14 3473 - All All All

Operating System Dell Inspiron 14 3473 Firmware All All All All

Hardware Dell Inspiron 14 5410 - All All All

Operating System Dell Inspiron 14 5410 Firmware All All All All

Hardware Dell Inspiron 15 3567 - All All All

Operating System Dell Inspiron 15 3567 Firmware All All All All

Hardware Dell Inspiron 15 3573 - All All All

Operating System Dell Inspiron 15 3573 Firmware All All All All

Hardware Dell Inspiron 15 5518 - All All All

Operating System Dell Inspiron 15 5518 Firmware All All All All

Hardware Dell Inspiron 15 5566 - All All All

Operating System Dell Inspiron 15 5566 Firmware All All All All

Hardware Dell Inspiron 15 5578 - All All All

Operating System Dell Inspiron 15 5578 Firmware All All All All

Hardware Dell Inspiron 15 5579 - All All All

Operating System Dell Inspiron 15 5579 Firmware All All All All

Hardware Dell Inspiron 15 5582 - All All All

Operating System Dell Inspiron 15 5582 Firmware All All All All

Hardware Dell Inspiron 15 7570 - All All All

Operating System Dell Inspiron 15 7570 Firmware All All All All

Hardware Dell Inspiron 15 7572 - All All All

Operating System Dell Inspiron 15 7572 Firmware All All All All

Hardware Dell Inspiron 15 7573 - All All All
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Operating System Dell Inspiron 15 7573 Firmware All All All All

Hardware Dell Inspiron 15 Gaming 7577 - All All All

Operating System Dell Inspiron 15 Gaming 7577 Firmware All All All All

Hardware Dell Inspiron 17 7773 - All All All

Operating System Dell Inspiron 17 7773 Firmware All All All All

Hardware Dell Inspiron 3268 - All All All

Operating System Dell Inspiron 3268 Firmware All All All All

Hardware Dell Inspiron 3277 Aio - All All All

Operating System Dell Inspiron 3277 Aio Firmware All All All All

Hardware Dell Inspiron 3280 - All All All

Operating System Dell Inspiron 3280 Firmware All All All All

Hardware Dell Inspiron 3462 - All All All

Operating System Dell Inspiron 3462 Firmware All All All All

Hardware Dell Inspiron 3470 - All All All

Operating System Dell Inspiron 3470 Firmware All All All All

Hardware Dell Inspiron 3471 - All All All

Operating System Dell Inspiron 3471 Firmware All All All All

Hardware Dell Inspiron 3472 - All All All

Operating System Dell Inspiron 3472 Firmware All All All All

Hardware Dell Inspiron 3476 - All All All

Operating System Dell Inspiron 3476 Firmware All All All All

Hardware Dell Inspiron 3477 Aio - All All All

Operating System Dell Inspiron 3477 Aio Firmware All All All All

Hardware Dell Inspiron 3480 - All All All

Hardware Dell Inspiron 3480 Aio - All All All

Operating System Dell Inspiron 3480 Aio Firmware All All All All

Operating System Dell Inspiron 3480 Firmware All All All All

Hardware Dell Inspiron 3481 - All All All

Operating System Dell Inspiron 3481 Firmware All All All All

Hardware Dell Inspiron 3482 - All All All

Operating System Dell Inspiron 3482 Firmware All All All All

Hardware Dell Inspiron 3490 - All All All

Operating System Dell Inspiron 3490 Firmware All All All All

Hardware Dell Inspiron 3493 - All All All

Operating System Dell Inspiron 3493 Firmware All All All All
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Hardware Dell Precision 5540 - All All All

Operating System Dell Precision 5540 Firmware All All All All
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Operating System Dell Precision 5720 Aio Firmware All All All All
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Operating System Dell Precision 7920 Tower Firmware All All All All
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