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assanvancLranunsuesias  Gertain versions of Moodle from Moodle contain the foIIowing
: vulnerability:

In Moodle, an SQL injection risk was identified in the library fetching a
user's recent courses.

CVE-2021-36393 has been assigned by 4, patrick@puiterwijk.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link

Moodle.org: MSA-21-0021: SQL injection risk in code fetching recent @ MISC moodle.org/mod/forum/discuss.php?
courses d=424798

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Tvoe Vendor Product Version Undate Edition Lanauaae


https://cve.report/
https://cve.report/CVE-2021-36393/mitre
https://cve.report/CVE-2021-36393/nist
https://cve.report/CVE-2021-36393/cve_org
https://cve.report/CVE-2021-36393.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://moodle.org/mod/forum/discuss.php?d=424798
mailto:%20comment@cve.report

A R R S e o

Application Moodle Moodle All All All All

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@0xkasper My write-up of CVE-2021-36393 and CVE-2021-36397, SQL Injection and Broken Access Control in ~ 2022-02-01

Moodle. Oxkasper.com/articles/moodl!... 20:03:48
The vuln CVE-2021-36393 has a tweet created 0 days ago and retweeted 10 times. 2022-02-02
@ipssignatures  twitter.com/Oxkasper/statu... #pow1rtrtwwcve 02:06:00
Moodle: Blind SQL Injection (CVE-2021-36393) and Broken Access Control (CVE-2021-36397) 2022-02-03
@ptracesecurity  Oxkasper.com/articles/moodl...... twitter.com/i/web/status/1... 00:00:36
Moodle: Blind SQL Injection (CVE-2021-36393) and Broken Access Control (CVE-2021-36397) 2022-02-03
@bugbounty0 #bugbountytips #bugbounty... twitter.com/i/web/status/1... 01:43:01
Moodle: Blind SQL Injection (CVE-2021-36393) and Broken Access Control (CVE-2021-36397) 2022-02-03
@yasiransari115  Inkd.in/gfhJ75Qh... twitter.com/i/web/status/1... 083:26:01

@ksg93rd #Red_Team_Tactics 1. Moodle: Blind SQL Injection (CVE-2021-36393) and Broken Access Control 2022-02-03

(CVE-2021-36397)... twitter.com/i/web/status/1... 15:17:01

@Har_sia CVE-2021-36393 har-sia.info/CVE-2021-36393... #Harsialnfo 2022-02-04
15:02:12

Moodle: Blind SQL Injection (CVE-2021-36393) and Broken Access Control (CVE-2021-36397) 2022-03-03
@reverseame Oxkasper.com/articles/moodl... 07:26:09

@CVEreport CVE-2021-36393 : In Moodle, an SQL injection risk was identified in the library fetching a user's 2023-03-06
recent courses.... cve.report/CVE-2021-36393 21:07:57

@® /r/netcve CVE-2021-36393 2023-03-06
22:38:27
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