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CVE CVE-2021-3660
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:42:00 UTC
Updated 2023-02-12 23:42:00 UTC
Description Cockpit (and its plugins) do not seem to protect itself against clickjacking. It is possible to render a page from a cockpit serv

/ |

1|

Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cockpit-project Cockpit All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Reference Source Link )
Is cockpit vulnerable to clickjacking? [CVE-2021-3660] - Issue #16122 - cockpit-project/cockpit - GitHub ~ MISC github.com

common: Restrict frame embedding to same origin - cockpit-project/cockpit@8d9bc10 - GitHub MISC github.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
1980688 — (CVE-2021-3660) CVE-2021-3660 cockpit: pages vulnerable to clickjacking MISC bugzilla.redhat.com
CVE Program record CVE.ORG www.cve.org (
NVD vulnerability detail NVD nvd.nist.gov (
(| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159832 Oracle Enterprise Linux Security Update for cockpit (ELSA-2022-2008)
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182260 Debian Security Update for cockpit (CVE-2021-3660)

240279 Red Hat Update for cockpit security (RHSA-2022:2008)

281951 Fedora Security Update for cockpit (FEDORA-2021-6d84fa5ea2)

671153 EulerOS Security Update for cockpit (EulerOS-SA-2021-2797)

900741 Common Base Linux Mariner (CBL-Mariner) Security Update for cockpit (8932)

902023 Common Base Linux Mariner (CBL-Mariner) Security Update for cockpit (8932-1)

940570 AlmaLinux Security Update for cockpit (ALSA-2022:2008)
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